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1 EXECUTIVE SUMMARY 

This report details the outputs of a project to assess the feasibility of establishing an IT 

interface, initially in England, that would enable simple access to VMS and E-log data streams 

already collected for regulatory purposes  to be used and managed by the fishing industry.  

This would have the potential to provide a platform for evidencing fisheries for applications 

that could provide collective benefits to the fishing industry and facilitate fisheries and marine 

management.   

The first step was to review existing statutory data requirements and the data furnished to 

meet these requirements.  Thereafter, it was necessary to consider whether such an initiative 

would be possible within the context of data protection law.    For individual fishermen’s data 

to be used for purposes beyond statutory requirements it would be necessary to consent to 

a Privacy Notice outlining the purposes for which the data could be used.  The usual standards 

relating to data processing would then have to be fulfilled in order to protect the data from 

possible misuse.  In this instance, it would be beneficial to reach a Memorandum of 

Understanding with the Marine Management Organisation, MMO, in order to cover the 

transfer of quality controlled statutory data to the institution acting as the holder of the data 

on behalf of the fishermen, for further processing. 

An evaluation was then carried out of the alternative technical approaches to collating VMS 

and E-log data.  . Five technical options were considered according to the criteria of data 

security, timeliness, robustness, granularity, quality, cost to fishermen and cost to controllers.  

From this process, a preferred option  was identified that utilises the current system for data 

collection in England which is first quality controlled by the MMO prior to being forwarded on 

to an institution acting as Data Controller on behalf of the fishing industry.  The data could 

then be processed as required to meet fishing industry needs.  

Underlying the project is the assumption that fishermen and the wider fishing industry would 

see the utility of having access to additional data both to provide an evidence base and also 

enable businesses to more finely tune their existing activities.  In order to establish the validity 

of this assumption a survey of potential users was undertaken.  Fishermen, fleet operators, 

Producer Organisations (POs), Industry Representatives, Processors, Retailers, Management 

Authorities, Scientists and Non-Governmental Organisations (NGOs) were all approached.  

Whilst there were differences among the levels of interest in potential uses of more data, 

there was, in general, an appreciation of the potential benefits. 

On this basis, an outline technical specification was drawn up setting out requirements 

covering security and integrity, the database, the data format, the administrative 

requirements, the reporting of exceptions, map visualisation, tabular and graphic 
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visualisation, support and training, software upgrades, downtime, business continuity and a 

help desk.   
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2 INTRODUCTION 

The fishing industry E-log/VMS data-pooling specification project aims to prepare a basis for 

establishing a core E-log/VMS data collection and pooling infrastructure on behalf of the 

fishing industry as a means to evidence fisheries for the benefit of fishing businesses and the 

wider industry. 

The project objectives are to: 

1. Undertake a detailed review of the technical, legal and institutional arrangements 

relating to the current data handling infrastructure for E-logs and VMS in the UK in the 

context of developing a data collection system to integrate into existing data streams. 

2. Define data needs and specifications for different data users including fishing 

businesses, representative bodies, Producer Organisations and other potential down-

stream users of data. 

3. Develop a technical specification for delivering a pilot data collection infrastructure. 

This report details the final project outputs.  These outputs have been produced following 

detailed discussions with personnel of the Marine Management Organisation (MMO) and 

Diass Ltd, a contractor associated with the delivery of the MMO’s Proteus programme, a 

programme tasked with upgrading the Electronic Reporting System (ERS) for catch and sales 

data used by the UK Fisheries Administrations (excluding Scotland). 
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3 INSTITUTIONAL AND LEGAL REVIEW 

3.1 Background 

Over the past decade the fishing industry has faced an ever increasing requirement to submit 

data concerning its activities to the authorities. 

There are many factors behind this development, ranging from the Rio Declaration in 1992, 

through to its follow-up with the Johannesburg Convention on Bio-Diversity of 2002, to the 

revised Common Fisheries Policy of 2013, EU 1380/2013.  The increased emphasis on 

environmental sustainability has meant that fisheries management has moved up the agenda 

– and in order to manage fisheries there is a need to increase, or improve, the data available 

in order to provide a sound evidence base. 

Attempts have therefore been made at European level to improve and standardise data 

collection, the most obvious of which is the Data Collection Framework Regulation (DCF) 

which was first initiated in 2000, revised in 2008, and is currently under a further revision.  It 

is important to recognise that although many aspects of fisheries management are devolved 

to Member States under subsidiarity, nonetheless, fish stocks do not recognise national 

boundaries and fisheries management currently takes place on the basis of stock units in 

regionally specified areas. 

The basic data that underlies any fisheries management, however, is provided by the 

fishermen although this is often supplemented by specific scientific surveys and research 

projects which may provide valuable validation.  In the case of the EU, data is required in 

order to establish fishing opportunities under CFP and the actual provision of data then 

becomes linked into the control and enforcement system through the Control Regulation, EU 

1224/2009.  

The importance attached to the data provided by fishermen is highlighted by the fact that the 

obligation to provide information on their activities forms part of the conditions attached to 

the fishing licence issued by the authorities.  Failure to provide correct data has 

consequences. 

Whilst it is accepted that there is a statutory duty to provide data to manage fishing activity 

and facilitate fisheries management, it should be borne in mind that the industry itself may 

have other possible uses for the data that go beyond narrowly defined fisheries management 

and could benefit the fishing industry as a whole and individual fishermen in particular. 

The marine environment is an increasingly crowded place with many competing claims on 

resources and other marine users may have a right of access to anonymised fisheries data.  

Whilst most other users – oil and gas companies, offshore wind farms, aggregates extraction, 

etc. – have essentially static operations, the fishing industry is not restricted to a specific area 
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but will normally adapt its fishing grounds according to weather conditions, the time of year 

and natural variability (not to mention climate change) and are therefore dynamic.  Evidence 

relating to the industry’s activities may thus be important in demonstrating spatial and 

temporal use and sustainable activities and livelihoods.  Furthermore, allowing fishermen 

access to their own data may enable them to improve the competitiveness of their operations 

and their ability to manage their own activities. 

Examining the possibilities of fishermen using their own data to improve their individual 

operations and as well as for wider collective benefit would therefore seem a positive step.   

3.2 Institutional Context 

The first point to make is that fisheries are devolved within the UK to the separate 

administrations – England, Northern Ireland, Scotland and Wales.  Although there are some 

differences, the information received from fishermen by the various administrations is 

standardised by the statistical services into datasets according to the regulatory requirements 

of the relevant bodies, such as the EU, ICES, Defra, etc.,. 

The second point to make is that data requirements vary for different segments of the fishing 

industry – usually defined according to length, with the most significant dividing line occurring 

at 10 metres or 12 metres.   

Data for the U10m fleet in England is generally derived from the Sales Notes produced under 

the Registration of Buyers and Sellers (2005) legislation and various paper based recording 

schemes such as the Monthly Shellfish Activity Return (MSAR).     

Inshore fisheries may also face constraints imposed by the Inshore Fisheries and Conservation 

Authorities (IFCAs) which have the power to introduce and enforce bye-laws governing fishing 

activities within the 6 nm limit. 

Up until now, however, most of the attention of fisheries’ managers has been focused on 

documenting the activities of the over 10 metre fleet which is responsible for catching most 

of the quota stocks.  Fishermen from the over 10 metre fleet are required to provide detailed 

returns relating to their activities to their administrations in line with the Common Fisheries 

Policy (CFP). 

The MMO, Defra’s implementing body for fisheries management, plays a key role in the 

monitoring, control and enforcement of fishing activities.  For English fisheries it is the 

institution that has primary responsibility for fisheries data and its quality assurance.  As such, 

it is the institution that is best placed to provide quality controlled data suitable for further 

processing. 
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3.2.1 Common Fisheries Policy 

The latest CFP, EU 1380/2013, has introduced some significant changes.  The most important 

is the shift in emphasis from attempting to control landings to limiting catches – thus moving 

towards the minimisation of the discarding of unwanted, undersized and unmarketable fish.  

At the same time, the CFP retains its objectives of reaching Maximum Sustainable Yield, (MSY) 

as soon as possible and reducing environmental impacts of fishing. 

Other objectives include a move to promote greater regional management of fisheries and 

the introduction of multi-species Multi-Annual Plans (MAPs). 

All of these initiatives are data heavy in their requirements and will inevitably lead to an 

expansion of data collection given the limited availability of existing international data 

reporting and its variable quality.  In the absence of improvements, the application of the 

precautionary approach risks constraining fishing activities, for example though the incidence 

of choke stocks in mixed fisheries which characterise the UK’s waters. 

Reporting Requirements 

Existing data requirements are laid out in the CFP, with the precise format to be used provided 

in Annex X: 

¶ Name of fishing vessel, radio call number; 

¶ External identification; 

¶ Name and address of Master; 

¶ Day, month, hour, port of departure; 

¶ Day, month, hour, port of landing if different; 

¶ Transhipment details if applicable; 

¶ Fishing gear; 

¶ Mesh size; 

¶ Dimensions (optional); 

¶ Date of fishing operations (by day); 

¶ Number of fishing operations by day; 

¶ Fishing time (optional); 

¶ Position by ICES rectangle – approximately 30nm square; 

¶ Quantities caught and retained on board (by species over 50kg live weight); 

¶ Estimates of discards (including amounts retained as live bait). 

Additional information relating to the declared weight of fish landed is also recorded through 

the sales notes which are often recorded at the auction centres or by registered buyers. 

This information is transmitted to the national authorities (the MMO or the devolved 

administrations in the case of the UK). 
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Currently the UK authorities require electronic transmission of data from all fishing vessels 12 

metres or over.  Paper logbooks may be used by smaller vessels. 

For electronic reporting and management there are essentially two systems available which 

are outlined in the Control Regulation. 

Control Regulation EU 1224/2009 

The Control Regulation was introduced in 2009 and was conceived as a means of ensuring 

that implementation of the CFP was standardised across the European Union – “a level 

playing field”.  The emphasis is on the control, monitoring and enforcing of measures relating 

to fisheries management.  It also sets out the required format for sales notes and their use as 

a means of cross-checking landings declarations.  The monitoring provisions – heavily 

influenced by expectations of new technologies – were concentrated on Vessel Monitoring 

Systems, VMS, Automatic Identification Systems (AIS) and logbooks, particularly electronic 

logbooks, E-logs. 

VMS, Article 9 

Article 9 required Member States to introduce VMS allowing the vessels to be automatically 

located and identified by transmitting position data at regular intervals.  This provision was 

to be introduced gradually, starting with larger vessels, but by 1 January 2012 all vessels of 12 

metres or more were to have installed VMS. 

AIS, Article 10 

Vessels of 15 metres or more are required to have fitted an AIS as of 31 May 2014.  The AIS 

may be used for cross-checking information by the MMO to validate its data before 

publication. 

E-logs, Articles 14, 15, and 16  

Article 14 lays down the information to be entered in the logbook.   

Article 15 deals with the electronic completion and transmission of fishing logbook data.  Data 

transmissions are to be made at least once a day by vessels of 12 metres or over (there is an 

exemption available for inshore vessels but this is not applied in the UK). 

Article 16 contains provisions relating to the monitoring of vessels of less than 12 metres 

where the Member State must establish a sampling plan. 

Additional Requirements 

Although the main data requirements are laid out above, there are a number of other 

measures that either already influence data requirements or are likely to do so in the future. 
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Landing Obligation 

Reference has already been made to the regime shift towards monitoring catches rather than 

landings under the new CFP, and this is exemplified by the Landing Obligation.  Currently, in 

demersal fisheries, the Landing Obligation is being implemented on a staggered basis, but it 

will eventually apply to all species with catch limits (other than those listed as prohibited 

species, which must be recorded and discarded).  As a result, fishermen will be required to 

record all species by weight and by size (since separate conditions apply to fish that are less 

than the Minimum Conservation Reference Size (MCRS)).  Where exemptions apply, fish that 

are discarded will still have to be recorded. 

The objective is to improve the statistical basis on which the fisheries are managed but it 

involves fishermen in an increasing amount of reporting.  

Multi-Annual Plans 

The CFP, Articles 9 and 10, gives priority to the establishment of Multi-Annual Plans, (MAPs) 

as a means of managing fisheries to attain its overall objectives.  At the present time the first 

such MAP, for the Baltic, has been adopted.  It is expected that this MAP will provide a 

template for others, including the North Sea.  The importance of predator prey relationships 

and the complexities of mixed fisheries mean, however, that data requirements grow 

exponentially as more species are added.  

Inevitably, such plans (particularly in mixed, multi-species fisheries) will add to the data 

requirements placed on the fishing industry. 

Regionalisation 

It is anticipated that MAPs will be drawn up on a regional, sea basin, basis with the 

cooperation of the surrounding Member States and with advice from the appropriate 

Regional Advisory Councils. 

Although the Baltic MAP is so far the only one to be agreed, there has been considerable 

cooperation on a regional basis to establish Discard Plans for demersal fisheries.  Both the 

North Sea and the North West Waters Advisory Councils have worked with the relevant 

groupings of Member States in drawing up Discard Plans.  In the future, however, it is 

anticipated that as well as discard reduction plans, MAPs will also include fishing mortality 

targets and associated catch limits, as well as technical measures. 

Technical Conservation Measures 

Technical Conservation measures, EC 850/98, governing matters such as twine thickness, 

mesh sizes, net construction and gears have been in existence for nearly 20 years and have 

been periodically revised.  An “Omnibus” Regulation has been introduced to bring the existing 
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legislation into line with the requirements of the Landing Obligation. There is, however, 

currently a revision in progress in order to adjust the Regulation to take into account the 

changed basis of the CFP with its emphasis on catches.  In theory this adjustment is to be a 

transition measure until MAPs are in place when it is hoped that a simplification and 

regionalisation of measures will occur.  

Data Collection Framework 

In an effort to standardise data collection for fisheries there have been Data Collection 

Framework Regulations in 2002 (EC 2347/2002) and a revision in 2008 (EC 199/2008).  The 

Regulation sets out the data that is required and the necessary quality standards.  The revision 

currently under consideration, 2015/0133 (COD), seeks to recognise the difficulties that the 

division between “scientific” data and management data provision in some Member States 

leads to in the provision of data of the requisite quality; it therefore moves towards the 

provision of data with appropriate qualifications as to the confidence levels to be attached to 

it. 

Although there is some European funding available for data collection, it should be 

remembered that in a time of austerity improving marine data may be regarded as an 

expensive luxury by some.  Nonetheless, the move towards regionalisation means that for 

management to work properly there will be a need for reliable data across Member States. 

3.2.2 Other Marine Environmental Regulations 

Birds Directive 

The Birds Directive, 79/409/ECC, is the oldest environmental legislation but its scope 

continues to expand, EC 2009/147.  In the marine environment there is increasing provision 

for including seaward foraging and other bird related areas in Special Protection Areas, SPAs.  

Such provision may have an impact upon the use of certain gears in these areas. 

Habitats Directive 

The Habitats Directive, 92/43/EEC, inter alia seeks to protect and conserve marine habitats 

that as a means to promote biodiversity by creating Special Areas of Conservation, SACs.  

These areas are to be designated on purely scientific grounds and social and economic factors 

may not be taken into consideration (Article 6).   

For the fishing industry the question of the evidence base to be used for the designation of 

SACs and the introduction of management measures is a matter of considerable importance 

since the precautionary approach applies.  Since designations can only be made on a scientific 

basis it is in the interest of the fishing industry to be able to provide its own scientific evidence 

on the existence, or otherwise, of designated features and the levels of impact.  
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Marine Protected Areas, MPAs/Marine Conservation Zones, MCZs 

Under the Marine and Coastal Access Act (2009) there is provision for the establishment of 

Marine Conservation Zones, MCZs.  The establishment of these MPAs in English waters is 

currently in progress with two tranches of sites designated and third tranche to come.  These 

MCZs are first designated and then management measures are introduced.  The evidence 

base for the designation is not always certain but the precautionary approach is adopted.  As 

a result, the adoption of management measures after designation may be a matter for 

contention given the uncertain evidence. 

Marine Strategy Framework Directive, MSFD 

The Marine Strategy Framework Directive, 2008/56 EC, seeks to achieve and/or maintain the 

marine environment at a Good Environmental Status, GES, by 2020.  To this end it sets 11 

Descriptors of which 1, 3, 4 and 6 (bio-diversity, stocks at safe biological levels, food webs and 

benthic conditions) are particularly relevant to the fishing industry.  Indicators are set as to 

what constitutes GES for each Descriptor but the Member States are responsible for how they 

are measured. 

Fish stocks, and their relevant data, form an integral part of GES. 

3.2.3 Other Influences 

STECF 

The Scientific, Technical and Economic Committee for Fisheries, STECF, is part of the EU’s Joint 

Research Centre (JRC) which provides scientific analysis for the Commission.  It plays an 

important role in evaluating policy options and the scientific and technical basis for decisions.  

When tasked by the Commission with carrying out an enquiry the STECF will ask Member 

States for all relevant data which is then analysed by its independent experts who report their 

findings publically. 

The quality of the data STECF receives will obviously affect the validity of its conclusions. 

ICES 

The International Council for the Exploration of the Seas (ICES) was established in 1902 by an 

exchange of letters between participating countries. In 1964, through an agreed Convention, 

ICES received a legal foundation and full international status.  Its area of activity is confined 

to the North Atlantic Ocean and it plays a key role in providing information on the state of 

fish stocks in the area.  It is consulted by the EU on questions relating to fisheries management 

and more particularly the appropriate level of TACs for the coming year. 

There are two caveats.  Firstly, the quality of its output depends upon the data that it receives.  

Secondly, the advice that it provides on fisheries management is a function of the questions 
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that it is asked – it is careful to distinguish between political choices and the provision of 

information. 

CEFAS 

The Centre for Environmental, Fisheries and Aquaculture Science (CEFAS) is an Executive 

Agency of Defra carrying out, among other activities, research into marine and freshwater 

fisheries.  The annual surveys that it carries out to assess the state of fish stocks provide an 

important input for ICES annual advice.  In addition, its work on pilot projects for gear 

adaptations and work on selectivity and survivability are relevant for the implementation of 

the Landing Obligation.  Although it is not the only government related scientific institute it is 

the pre-eminent one applying to English waters. 

Seafish 

The Sea Fish Industry Authority, (Seafish) is a Non-Departmental Public Body (NDPB) set up 

by the Fisheries Act 1981 to improve efficiency and raise standards across the seafood 

industry. Its purpose is to support a profitable, sustainable and socially responsible seafood 

industry.  Among its other activities it undertakes the survey of the economic performance of 

the UK fleet that contributes to the annual European survey. 

3.2.4 Summary 

The fishing industry operates within a highly complex institutional framework in which 

political factors, national and international, are intertwined with environmental, economic 

and social factors. Underlying this institutional framework is a decision-making process which 

both requires a large amount of data and yet at the same time faces data limitations.  In 

addition, during a period of austerity, expenditure on expensive marine research is difficult 

to justify. 

Although the move to fisheries management at a regional level may be seen as a positive 

development, with greater stakeholder involvement, the complexities of developing multi-

species MAPs at MSY for all stocks will require more data.  It may be necessary to commence 

with something less ambitious, or more local, in the North Sea and the North West Waters. 

At the same time, fishermen face increasing competition for the use of the marine 

environment, vide Marine Spatial Plans, which is likely to reduce the freedom of movement 

that is an integral part of their activities at a time when stock levels are recovering. 

3.3 Legal Constraints Relating to Personal Data 

Fishermen have a duty to supply data to fishing authorities, but there are legal constraints as 

to how any personal data may be made available for purposes beyond the direct government 
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regulation of fishing activity under the CFP and that related to the management of the marine 

environment more broadly.  .  

3.3.1 Data Protection Act 

In the UK, the Data Protection Act, 1998, is An Act to make provision for the regulation of the 

processing of information relating to individuals, including the obtaining, holding, use or 

ŘƛǎŎƭƻǎǳǊŜ ƻŦ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴΦέ  

Although there has been considerable progress over the past twenty years, the key concepts 

remain as outlined in the Act. 

άŘŀǘŀέ ƳŜŀƴǎ ƛƴŦƻǊƳŀǘƛƻƴ ǿƘƛŎƘ - 

(a) Is being processed by means of equipment operating automatically in response to 

instruction given for that purpose. 

(b) Is recorded with the intention that it should be processed by means of such equipment. 

(c) Is recorded as part of a relevant filing system or with the intention that it should form 

part of a relevant filing system 

 άŘŀǘŀ ŎƻƴǘǊƻƭƭŜǊέ ƳŜŀƴǎΣ ǎǳōƧŜŎǘ ǘƻ subsection (4) a person who (either alone or jointly or in 

common with other persons) determines the purposes for which and the manner in which any 

personal data are, or are to be, processed; 

άŘŀǘŀ ǇǊƻŎŜǎǎƻǊέΣ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ ƳŜŀƴǎ ŀƴȅ ǇŜǊǎƻƴ όƻǘƘŜǊ ǘƘŀƴ ŀƴ ŜƳǇƭƻȅŜŜ ƻŦ 

the data controller) who processes the data on behalf of the data controller; 

άŘŀǘŀ ǎǳōƧŜŎǘέ ƳŜŀƴǎ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ǿƘƻ ƛǎ ǘƘŜ ǎǳōƧŜŎǘ ƻŦ ǇŜǊǎƻƴŀƭ ŘŀǘŀΤ 

άǇŜǊǎƻƴŀƭ Řŀǘŀέ ƳŜŀƴǎ Řŀǘŀ ǿƘƛŎƘ ǊŜƭŀǘŜ ǘƻ ŀ ƭƛǾƛƴƎ ƛƴŘƛǾƛŘǳŀƭ ǿƘƻ Ŏŀƴ ōŜ ƛŘŜƴǘƛŦƛŜŘ ς 

(a) From these data, or 

(b) From these data and other information which is in the possession of, or is likely to come 

into the possession of the data controller. 

Thereafter, the most important sections, from the perspective of this review, concern Section 

4 (The data protection principles) and Section 33 (Research, history and statistics). 

Section 4 The data protection principles1 

There are eight data protection principles: 

Principle 1. Personal data shall be processed fairly, lawfully and, in particular, shall not 

proceed unless: 

                                                      
1 This section relies heavily upon the Information Commissioner’s Office’s publication, The Guide to Data 
Protection. 
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¶ There are legitimate grounds for collecting and using the data; 

¶ It will not harm the individuals concerned; 

¶ There is transparency as to how the data will be used; 

¶ Personal data is handled as people would reasonably expect; and 

¶ Data will be used for lawful purposes. 

Such a basic principle will inevitably affect the way in which any project to obtain and process 

fishermen’s data will be processed. 

Principle 2. Purposes - is concerned that personal data shall be obtained only for one or more 

specified and lawful purposes, and shall not be further processed in any manner incompatible 

with that purpose or these purposes. 

This means that there must be clarity from the beginning as to why the data is to be collected 

and used (this will include the duty to give Privacy Notices to individuals when collecting their 

data.  In addition the Information Commissioner must be notified as required by the Act.  

Furthermore, any additional use or disclosure beyond that outlined in the Privacy Notice must 

be fair. 

Although fishermen have a duty to provide data to the MMO, any further use of such data 

will necessitate obtaining permission from the individual fishermen for further use. 

Principle 3. Adequacy – is concerned to ensure that personal data collected for processing 

should be adequate, relevant and not excessive given the purposes of the processing. 

It should be possible for data provided by the MMO to meet this criteria. 

Principle 4. Accuracy – seeks to ensure that personal data shall be accurate and, where 

necessary, kept up to date. 

It should be possible for data provided by the MMO to meet this criteria. 

Principle 5. Retention – requires that personal data should be retained no longer than is 

necessary. 

It should be possible for data provided by the MMO to meet this criteria. 

Principle 6, Rights – is concerned to ensure that personal data should be processed in 

accordance with the rights of data subjects under the 1998 Act. 

In practice, this means that the individual has the right to: 

¶ A copy of the information comprised in their personal data; 

¶ A right to object to processing that would cause damage of distress; 

¶ A right to prevent processing for direct marketing; 
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¶ A right to object to decisions based on algorithms; 

¶ In certain situations the right to have inaccurate data deleted or blocked; 

¶ A right of compensation for damages. 

Should data already have been processed by the MMO it would be presumed to meet these 

criteria. 

Principle 7. Security – requires appropriate technical and organisational measures to be taken 

against unauthorised or unlawful processing of personal data and against accidental loss or 

destruction of, or damage to, personal data. 

This means that there must be appropriate security measures in place – technical, human and 

physical. 

Both the Data Controller and the Data Processor will need to provide assurances on this head. 

Principle 8. International (Security)–places restrictions on the transfer of data outside 

European Economic Area, EEA. 

Again, these restrictions will concern the Data Controller and Data Processor. 

Section 6. The Commissioner 

The Act makes provision for the appointment of an Information Commissioner who is charged 

with overseeing the application of the Act.  Data Controllers are required to register with the 

Information Commissioner’s Office, ICO, and keep them informed of any alterations in their 

activities. 

This registration requirement would apply to any body that held any data transferred by 

the MMO following receipt of the requisite Privacy Notices and subject to confirmation by 

the MMO Access to Information Team. 

Section 33. Research, history and statistics 

Initially this section would appear to place restrictions on the way in which data processed for 

other purposes may be used.  In this respect, the key importance of obtaining signed Privacy 

Notices consenting to the further use of data is to be highlighted if it is envisaged that there 

may be commercial implications in the future. Again, confirmation from the MMO Access 

to Information Team would have to be obtained. 

3.3.2 EU Regulations 

The EU has recently (27thApril, 2016) agreed a new General Data Protection Regulation, EU 

2016/679, which will apply from 25th May 2018.  The major changes from the previous 

Regulation involve the expansion of the Regulation’s reach to Data Controllers and Processors 

outside the EEA (in part reflecting the growth of on-line transactions).  The accountability of 
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Data Controllers is also tightened with a requirement for a Data Protection Impact 

Assessment. At the same time, Data Processors also face tighter regulation. These 

requirements will add additional burdens on both the Data Controller and the Data Processor. 

3.3.3 Implications 

The institutional requirements establish the framework within which fishermen provide data 

on their activities.  The legal requirements set the constraints that apply to the use of personal 

data, such as that provided by the fishermen, for other purposes. 

There are considerable advantages, in terms of further using fishermen’s data on their 

activities, by starting with data that has already been quality controlled for Adequacy, 

Accuracy and Retention. 

Thereafter, consideration should be given to: 

Privacy Notice 

According to Principles 1 and 2, data must be collected fairly and lawfully and the purposes it 

is to be used for must be clear. 

If the data is originally provided to the MMO to fulfil statutory and other requirements, then 

it is collected fairly and lawfully.  The key provision relates to the need for clarity as to the 

additional purposes for which it is to be used.  In order to fulfil this condition a Privacy Notice 

is required setting out the purposes for which the data is to be used.  This Privacy Notice 

needs to be signed and returned to the body intending to use the data who becomes the Data 

Controller for the purposes of the Act. 

The MMO has indicated that whilst there is a preference for documentary evidence (i.e. a 

paper document duly signed) it would be possible to proceed on an electronic basis with 

verification but the precise form would have to be confirmed by the MMO Access to 

Information Team. 

Data Controller 

The body – for example a Trust – that received the Privacy Notices’ authorisation to further 

process data would have to register with the Information Commissioner’s Office and provide 

surety that all the necessary conditions (particularly with reference to Security) will be met. 
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Data Processor 

It is unlikely that a Trust would have the capacity or the resources to process the data itself 

and instead would have recourse to a Data Processor who would be responsible for the 

treatment and storage of the data.  Obviously the agreement between the Data Controller 

and the Data Processor would need to be carefully drawn up by competent legal experts. 

Privacy Impact Assessment 

All of these factors should already have been addressed in a Privacy Impact Assessment (PIA) 

that should have been undertaken before the project is set in motion. 

Memorandum of Understanding 

To continue in reverse order, the first step towards moving the project forward should be to 

negotiate a Memorandum of Understanding (MoU) with the MMO setting out the terms on 

which data would be made available to the Trust/Data Controller.   

The MMO currently has a number of MoUs in operation – for example with the Crown Estate 

– which contain sections on Data Management.  Attention should be focused on the basis on 

which the information is to be provided, e.g. free or for a fee.  It is possible that a distinction 

may be made between the provision of data that is used for defensive, “evidence”, purposes 

and that which provides some commercial or competitive advantage.   

3.4 Conclusion 

It would appear that there is no major institutional or legal impediment to the creation of a 

body or trust that could undertake the further processing of fishermen’s data for their benefit.  

¶ Clearly attention would have to be given to the terms on which the data is transferred 

to the body or trust by the MMO. 

¶ Thought should be given to the format of the Privacy Notices and how they would be 

incorporated into the Privacy impact Assessment. 

¶ The precise (and most advantageous) form of the body or trust will need to be 

established. 

¶ The Data Controller (and eventually the Data Processor) would have to register with 

the Information Commissioner’s Office and meet all the necessary conditions. 

¶ Selection of a Data Processor will clearly be key to achieving a successful project. 

¶ Lastly – but most importantly of all – fishermen must be convinced that there is a clear 

benefit to them in accepting to join the scheme and sign up to the Privacy Notices. 
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4 EVALUATION OF ALTERNATIVE TECHNICAL APPROACHES TO 

COLLATING E-LOG/VMS DATA 

The technical approaches to collating the fishing industry data are dependent on legal and 

institutional factors, as much as the limitations of the technology, practicalities and cost. This 

section sets out the options, initially for England, that are deemed feasible based on the legal 

and institutional limitations and the technology available currently.  The data may potentially 

include either unprocessed data or processed data concerning VMS and E-logs but it would 

initially seem most likely that data already processed by the MMO would be transferred 

across to the industry hub that would be responsible for further processing to meet the 

specific requirements of the industry. 

4.1 Options 

In total 5 technical options were evaluated. Each considers the technical feasibility at the 

outset but have then been assessed against a variety of legal, institutional, practical and 

financial constraints in order to ascertain the best option. 

Option 1: Manual data provision 

Manual forwarding of the data by the skippers through email or on memory stick was 

considered. This option is not technically possible for VMS data as the skipper has no way of 

accessing the data in the device. E-log data could be copied depending on the software 

solution used, but problems of standardisation would be encountered, not to mention the 

practicalities and resource required to implement both on the vessel and at the central data 

hub. Plotter or GPS data, which is not currently considered by the MMO, could be outputted 

to substitute for the VMS but this data set would be open to question and not provide the 

robust evidence base the fishing industry require. Data quality and robustness would be open 

to criticism. By far the most effective solution is one that is automated and minimises the 

input burden upon fishermen. 

Option 2: Non statutory data collection systems / tools 

Non-statutory data collection systems / tools could also collect the data generated by the 

VMS and E-log systems used by the vessels. In this instance the data would have to be entered 

twice for the catch records and two VMS units installed on the vessel. This would increase the 

workload and cost burden to the vessel, but if it was not possible to access the data held by 

the MMO, it would be a potential option. It should be noted that in the Welsh Waters scallop 

fishery, many vessels do carry two VMS systems where the standard EU VMS system is below 

the standard required for the local management. The issue of quality control would also need 

to be addressed. A significant advantage of this system would be the real time nature of the 
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data reaching the central hub and it would be possible to have this data within minutes of it 

being generated by the technology. 

Option 3: Duplicate data transmission 

Configuring VMS and E-log devices used by the fishing vessels to transmit their data in 

duplicate would be technically possible. This approach like option 1 and 2 would avoid any 

reliance upon the MMO to access the data as each report would be forwarded to the MMO 

as is currently the case and a second report would be transmitted to the central industry 

database. This approach would most likely double the cost of data transmission to the 

fishermen, but create no additional burden for them. However, considerable risk would 

surround this approach as the central hub must integrate with the VMS and E-log data 

systems and this could be costly and take considerable time. In addition as a significant level 

of data entry relating E-log systems is undertaken by fisheries administrations as part of 

quality control data collected directly from vessels would not match that gathered by the 

fisheries administration without a parallel quality control process that would be costly and 

impractical.  

Option 4: MMO data forwarding 

Based around the current system and process, each vessel continues to transmit its data to 

the MMO systems. When this data arrives at the MMO a simple forwarding tool could be 

implemented for the data to be sent to an industry central hub system. This approach creates 

no additional burden for the fishermen but will require the MMO to integrate with the central 

industry hub system. The data will be transmitted in near real time or as soon as the MMO 

receive it. The data will be in its raw form and will not have undergone any quality control 

which poses considerable problems relating to its validity.   

Option 5: MMO data forwarding plus 

The final option is the same as option 4 but for those vessels from which a Privacy Notice has 

been received the data forwarding is only performed once it has undergone full quality 

control by the MMO. This will delay the flow of data, i.e. not in real time, but would ensure 

that the quality is high and the data set for the vessels will match that held by government 

for the vessels in question; there will, however, be the question of building in the ability to 

incorporate revisions as a consequence of further cross checks undertaken by the fisheries 

administration. Furthermore this dataset can be supplemented by the annual aggregated 

dataset released by the MMO each year. Again this approach will require no changes to the 

fishing operation. The data will be transmitted to the MMO, processed and then forwarded 

to a central industry hub system. It is likely that this data will have a lag to allow for the 

processing of up to 2 weeks. The MMO system will need to integrate with the industry central 

hub system and this will have cost for the MMO. During discussions the MMO has indicated 
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an initial preference that the central industry hub should use this approach although further 

considerations would need to take into account any current and future redevelopments of 

the MMO’s own data handling systems.  This would imply future maintenance costs to ensure 

that systems remained compatible with one another. 

4.2 Evaluation 

Table 1 sets out the relevant attributes of each of the options and the colours represent 

desirability, red being least and green being most. 

TABLE 1. OPTIONS EVALUATION 

Criteria Option 1 Option 2 Option 3 Option 4 Option 5 

Data Security Low High High High High 
Timeliness Low High High High Med 
Robustness Low High Med High High 
Granularity High High High High High 
Quality Low Med Med Med High 
Cost to Fishermen Med High High Low Low 
Cost to data 
controllers 

High Med Med Med Med 

 

Following meetings and discussions with the MMO and NFFO it was agreed that the best 

outcome for all parties would be to share a common, robust high quality dataset. In the 

current climate of budget restraint it was acknowledged by the MMO that it would not have 

the resource to meet the data analysis requirements. It would be advantageous to both the 

MMO and the fishing industry if some of the analysis was undertaken by the industry itself 

(adhering to best-practice) with this then feeding into the evidence base the MMO require to 

fulfil their responsibility for marine resource management. 

Option 2 and 5 were deemed to be the best technical approach to collating industry and catch 

data in one central location. However, the cost to the fishermen in time and money was 

deemed to be prohibitively expensive for option 2 to be feasible. It was noted that a small 

number of vessels around the UK do currently generate VMS and E-log data in this manner 

on a daily basis and the design of any future central hub system should be able to 

accommodate this data, particularly as the IFCAs and the MMO increase monitoring of the 

inshore fleet.  Although it was possible to envisage collaboration between fishermen and the 

MMO on the provision of anonymised public datasets, such a development would in many 

respects run counter to the idea of the industry, or sections of it, owning and being 

responsible for its own evidence base.  

The preferred option of those deemed to be feasible was Option 5: MMO data forwarding 

plus. Critically, this option does not place any additional burden on the fishing industry. The 
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fishermen simply continue to use their VMS and E-log systems as normal and the data will be 

transferred automatically from the MMO system to the central industry hub system. The flow 

of data is regulated by the vessel owner granting consent for his / her data to be shared. This 

would be a simple opt in or out process with the necessary verifications. 

There would be a cost to the MMO to forward the data from their databases to the central 

industry hub system. This would be an upfront cost for the development of an Application 

Programme Interface (API) however, the ongoing maintenance costs would be comparatively 

low. There would also be a cost to create the industry hub system. Once the MMO has 

completed its current re-development it will be in a better position to assess its ability to 

provide cost free  API and support.  At the present time it has been understood that the MMO 

has taken the view that the zero cost provision of data to the industry hub meets the aims of 

government policy and ultimately the data would be used to generate tangible evidence that 

the MMO would use in the future management of marine resources.  

API:   application program interface (API) is code that allows two software programs 

(in this case MMO hub and central industry hub) to communicate securely with each 

other.  

One of the major benefits of option 5 is that it would give the central industry hub a dataset 

that has been checked and quality controlled by the MMO who themselves have access to 

other datasets that can be used to cross reference, not to mention the human resource with 

years of experience to tease out the errors in the data. By using this dataset the fishing 

industry would have access to the same data that the regulator uses and this would prevent 

inaccuracies or inconsistencies emerging as a result of the analysis of data that had not 

received a priori quality validation from the MMO. This dataset will evolve over time and by 

using the API the most up to date data will always be available. 

The data forwarded from the MMO databases would be of a high resolution and be 

identifiable down to the individual vessel. It is likely that only a subset of the entire fleet would 

agree to share their data with the central industry hub. This will result in differences in the 

datasets and these must be recognised. The MMO do publish an annual anonymised summary 

of the VMS and E-log data and this will be available to the central industry hub, albeit not in 

real time. 

Due to the legal requirement for vessels to submit VMS and E-logs regularly for regulatory 

purposes, the MMO data set is expected to be robust. On the other hand, voluntarily 

generated datasets such as that held by the Holderness Fishing Industry Group will not be as 

robust by default, but appropriate quality assessment would increase its robustness. 

The timeliness of the data is an important consideration. Depending on the application some 

analyses will require more timely data than others. Quota management, for instance, requires 

http://searchsoa.techtarget.com/definition/source-code
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accurate and timely data, whilst the impact of a wind farm development will require historical 

data in order to understand temporal fishing patterns. Option 5 will supply data on a daily 

basis to the central industry hub but some of this data may only be updated up to 1 month 

later than when the activity took place. 

Data security is a critical component of any data sharing project. Understanding the 

commercial and personal sensitivity of the VMS and E-log data is paramount. In this case the 

API will provide a secure means (password protected) of transferring the data from the MMO 

system to the central industry hub and ensure that neither system is subjected to external 

threats.  Similarly, the industry hub would require security systems in order to control access. 

FIGURE 1.  SYSTEM ARCHITECTURE & DATA FLOW. 

 

Figure 1 provides a very simple illustration of how the data generated by the fishing industry 

will pass from the vessel to the central industry hub. The project has identified two distinct 

pathways, one via the MMO and the second and less formal, although increasingly important 

channel, via 3rd party systems that collect VMS and E-log data. The illustration also includes 

an additional data source labelled “Other”. This was not included in the original project scope 

but following investigation it was felt necessary to include future industry data sources which 

could be used as an evidence base for the industry to support its activities. 

4.3 Description of the Central Industry Hub 

This section lays out at this initial stage of the project the anticipated top-level requirement 

of the hub database and software package subject to further consultation in establishing any 
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operational system. A more detailed requirement will be set out in the tender specification 

document.  

4.3.1 Summary 

The Central Industry Hub system would be the fishing industry resource for the storing and 

accessing of industry generated digital data. It would be a cloud based system permitting 

multiple tier level user access. Critically, it will permit those fishermen wishing to access their 

data to do so at their convenience and via a single access point. The system would permit 

users to access raw format data and also support simple visualisation tools where the data is 

presented in useful tables, graphics and charts. The software package would have the capacity 

to import other relevant data sources and present this data. It is envisaged that these tools 

will be sufficient to meet the needs of the regular user whilst enabling those wishing to carry 

out in-depth analysis to do so effectively.   

4.3.2 VMS data 

Vessel monitoring system data is generally required by law whereby a vessel must employ a 

tamper proof device to report the vessels location, course and speed at regular intervals and 

normally in real time. Under EU control regulations all vessels over 12 m must carry a VMS 

device, in the UK the AST VMS device, and report their position every 2 hours to the hub. 

Additional data can be transmitted over the device such as emergency alerts, power status 

reports and tamper messages. For the purpose of the central industry hub only the vessels 

ID, location, course and speed will be necessary.  

Via an API this data will be forwarded to the industry central hub where it will be stored in a 

database with the vessel ID providing the link between this data and any E-log data belonging 

to the vessel. The database will require a front end to allow for the extraction of the data in 

raw format, thus allowing it to be analysed using a GIS software package. The central industry 

hub will also need web based user interface including a mapping tool to support basic plotting 

functions.  

TABLE 2.  EXAMPLE OF RAW VMS DATA  

Vessel i.d. generated date longitude latitude speed ktscourse

Vessel 234 01/04/2014 13:57 -3.57282 50.35315 2.3 122.2

Vessel 234 01/04/2014 13:58 -3.57281 50.35317 2.2 144

Vessel 234 01/04/2014 13:59 -3.5728 50.35312 4.6 133.3

Vessel 234 01/04/2014 14:00 -3.57281 50.35314 5.1 288.1

Vessel 234 01/04/2014 14:02 -3.5728 50.35315 3.3 256.1

Vessel 234 01/04/2014 14:03 -3.57278 50.35314 2.9 74.2 

  



Fishing Industry E-log/VMS Data-pooling Specification 

 

27 
 

FIGURE 2 EXAMPLE OF VMS DATA PLOTTED ON A CHART 

 

4.3.3 E-log data 

The EU Control Regulation requires that all vessels over 12m and some less than 12m must 

generate a digital (E-log) record2 of their fishing activity recording when, where and with 

which gears they fish in addition to a detailed record of their retained catch and discards and 

various other administrative information. This data is transmitted to the MMO on a daily basis 

and used to ensure compliance with quota and other regulations. This data is much more 

expansive that the VMS data set. 

It is proposed that all the E-log and supporting data pertaining to the vessels who have 

granted permission would be transmitted from the MMO hub to the central industry hub via 

an API.  This daily synchronising will include any updates to the dataset as well as the addition 

of new data. The data will be mapped to the central industry database and become available 

to users. 

Interaction with the data would be supported via a user interface. This interface will support 

users to extract the data in its raw state for further analysis. The interface would also provide 

users with a toolkit of default reports which would quickly and easily present the data in useful 

and insightful formats. Examples of these reports would include catch quantities over time, 

quota management statements or discards.  

  

                                                      
2 Note that those vessels that do not submit E-logs are still required to complete paper returns and there is likely 
to be increasing pressure for electronic returns as various fishing apps are developed.  
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TABLE 3.   SAMPLE OF E-LOG DATA (SIMPLIFIED, NOT INCLUDING ALL AVAILABLE INFORMATION) 

Vessel Date Area Gear Species
Live weight 

(KG)
Value (£)

234 01/04/2014 Viie Beam trawl Monkfish 144 940

234 01/04/2014 Viie Beam trawl Hake 78 330

246 01/04/2014 Viie Single rig Haddock 366 1040

246 01/04/2014 Viie Single rig Monkfish 120 890 

4.3.4 Additional data 

Additional data should also be supported by the software package. The government website 

http://environment.data.gov.uk/ds/catalogue/index.jsp#/catalogue provides collated data 

to the public and there are a number of datasets that will be of value to the fishing industry.  

FIGURE 3. SAMPLE OF FREELY AVAILABLE DATASETS VIA DATA.GOV.UK WEBSITE 

 

  

http://environment.data.gov.uk/ds/catalogue/index.jsp#/catalogue
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5 DATA NEEDS SURVEY 

5.1 Methodology 

A semi-structured questionnaire was designed to gather views from key industry personnel 

on the availability of fisher generated data pertinent to the needs of the individuals and 

businesses. The survey was designed to be carried out either over the phone or, face to face 

or via e-mail. The Survey was carried out from July to October 2016. 

Respondents were sought from across the industry representing all the main “stakeholders” 

of such data, current or future. On average each of the interviews took about 15 minutes but 

some of the participants were keen to emphasise particular points and took longer. A 

breakdown of the respondents by group can be seen in the table below 

TABLE 4. BREAKDOWN OF SURVEY RESPONDENTS BY SECTOR 

Group No. of 

respondents 

Fishermen 5 

Fleet operators 4 

PO 3 

Industry Representative 6 

Processor 3 

Retail / sales 2 

Management Authority 8 

Scientist 1 

NGO 1 

5.2 Results 

5.2.1 Question 1 & 2 

Q1. What fisheries related data does your business currently access? 

Catch / Location / Stock / Traceability/ Environmental / Operational 

Q2. On a scale of 1 to 10 does the data / Info you access meet your needs (1 being rubbish and 

10 being perfect)? 

To some extent the responses received depended on the respondent’s interpretation of what 

each of the categories meant to them personally. All respondents bar one were accessing 
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some data / information currently. The general feeling was that in most instances good data 

exists; the issue is around accessing this data or knowing where to find it.  

Data timeliness was an issue for many. Whilst the data can be accessed it is generally later 

than required and as a result its value is less than it could be. The average respondent 

currently accesses 3 of the 6 data categories given, with only one respondent accessing all 

data types. 

The average satisfaction value that respondents gave to the value of the data was 5 out of 10. 

Some felt that they had worked hard to identify and access the sources and were happy with 

their situation, hence scoring the value high but the majority felt that they had some of what 

they needed. The respondents clearly saw a link between the successful execution of their 

business and their access to high value data and information, to such an extent that they could 

see it yielding a competitive advantage or improved regulation.  

Many of the respondents caveated that the score would vary by data category and for some 

they were very happy but on the whole the feeling was that there was much work to be done 

and they were interested in any initiatives to improve the data / information availability. 

5.2.2 Question 3 

Q3. What data gaps (current & future) do you have?  

Catch / Location / Stock / Traceability/ Environmental / Operational 

 

All but 6 of the respondents anticipated an increase in the number of data streams that they 

will need to access in the future. Respondents felt that they would need on average 1 extra 

data stream in the future. The consensus was that as well as accessing new sources, users 

would need more data from current sources in order to meet their business needs. 

Based on the responses received catch and stock science data were seen as the most 

important area requiring more and better data / information. In terms of stock science, many 

saw the link between the precautionary approach and lack of good scientific data. As such, 

there appeared to be a clear and widespread understanding that having reliable high quality 

fish stock data is critical to maintaining sustainable businesses of all kinds.  

Regulatory bodies additionally identified a growing requirement for more precise locational 

data relating to activities.  There is also a continuing need for data on the activities of other 

nationals within UK waters. 

5.2.3 Question 4 

Q4. Do you need to convert data into information or is the information you need freely 

available? 

Yes / No 
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Over 90% of the respondents said that they need to take raw data and convert it into 

information. This process is often time consuming, laborious and not the best use of their 

time. In an ideal world many of the respondents would like the data analysed for them and 

felt that this was doable as their needs were neither onerous nor bespoke. Some of the 

respondents did not want everything spelt out and would prefer the value left in the data for 

them to pick out and use as a competitive advantage, but this value would be bespoke rather 

than generic. 

It was highlighted that fishers’ plotter data posed particular problems in terms of 

transformation into scientific standard data. 

5.2.4 Question 5 

Q5. How often do you need to access data / information in order to carry out your job? 

Several times daily / Daily / weekly / Monthly / Annually 

The overwhelming majority of respondents required data on a daily basis. 

5.2.5 Question 6 

Q6. Would you be willing to pay to have access to the information you require and if not who 

should pay?  

75% of the respondents stated their willingness to make some contribution. Two of the 

respondents who were not willing to pay were restricted in doing so by business rules, whilst 

the other 6 felt that it was the government’s responsibility to pay for the data and not theirs.  

Almost all the respondents added the caveat that they would be willing to pay to access data 

or information, but they would only be willing to contribute up to the point that they deemed 

to be fair, based on the costs and value realised. All the respondents saw that there would be 

multiple beneficiaries for the data generated by the fishers and as such the body providing it 

would be a valuable entity. 

5.2.6 Question 7 

Q7. Which of these statements do you agree most with?: 

a.    CƛǎƘŜǊƛŜǎ κ ǎŜŀŦƻƻŘ Řŀǘŀ ǎƘƻǳƭŘ ōŜ ŦǊŜŜƭȅ ŀǾŀƛƭŀōƭŜ άƴƻǘƘƛƴƎ ǘƻ ƘƛŘŜέ 

b.    Data should bŜ ŀǾŀƛƭŀōƭŜ ōǳǘ ŀŎŎŜǎǎ ǎƘƻǳƭŘ ōŜ ǘƛƎƘǘƭȅ ŎƻƴǘǊƻƭƭŜŘ άƴŜŜŘ ǘƻ ƪƴƻǿ 

ōŀǎƛǎέ 

c.    This data is commercially sensitive and should not be available beyond legal 

ǊŜǉǳƛǊŜƳŜƴǘǎ άƴƻƴŜ ƻŦ ȅƻǳǊ ōǳǎƛƴŜǎǎέ 

This question sought to understand attitudes to data access and did not concern ownership. 

Most of the respondents felt that access to data should be much easier than it is currently 

and that this was holding the fishing industry back. Many emphasised the importance of 

respecting commercially sensitive data, but the data about the fish or activities should be 
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available in an easy to access form. It was interesting to note that most felt that the balance 

was between A and B and that more good than bad would come from having the data and 

information available although there were some who opted for a “need to know” basis.  

Attitudes appear to be more in favour of cooperation and working together in contrast to the 

views of the recent past. 

TABLE 5 SUMMARY OF THE SURVEY RESULTS 
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6 TECHNICAL SPECIFICATION 

6.1 Scope of the tender 

The Control Regulation 1224/2009 stipulates that all UK fishing vessels over 12 meters in 

length must carry an operational Vessel Monitoring System at all time. This system must 

report a location, course and speed value every 2 hours and send this to the UK operational 

hub managed by the MMO. At the same time all vessels over 12 meters must also record 

electronically their catch data in a logbook and transmit this data on a daily basis to the MMO. 

Currently vessels under 12 meters are not required to report in this manner. However in 

England the management authorities are actively investigating the potential of operating VMS 

devices on these and recently three I-VMS devices have been approved by the MMO for such 

purposes.   

The purpose of this tender is to acquire a software system that will source data inputs from 

the UK hub and other sources, securely storing it in the cloud, offering remote permissioned 

access to multiple users in real time with high levels of availability. The system must be agile 

as the data sources are anticipated to expand in the near future with the advancement in the 

data collection technology.   

The supplier will be expected to provide a service for a period of 5 years and support the 

system for that period. The UK registered fishing fleet is circa 6,000 vessels and the system 

must be capable of storing and accessing the data from all these vessels for the duration of 

the contract to cover the unlikely eventuality of all of them signing up. 

The software system must be secure, in that it is not possible to intercept a message being 

transmitted to or from the software and the system and control access to the system itself.  

by employing the highest standards of security. The Software provider must be certified to 

ISO 27,001 standards. 

The software must be simple to navigate (user friendly), intuitive and easy on the eye. The 

software must be efficient, making information available in an easy to find manner. The 

system must take the data generated by each of the fishing vessels and convert it into valuable 

information. The information should be presented in such a way that the user can easily move 

from macro to a micro view. 

6.2 Specification 

6.2.1 Security and integrity 

Data transmitted to and from the system must be encrypted. The software must be a 

password protected tiered permission based system. It must not be possible to delete or 

amend any records by operatives. All activities are logged and these logs are maintained for 
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a 60 month period. User passwords must not be visible but can be reset. The system must 

have built in redundancy twice the projected load. Backup systems must be provided that 

ensure that the system will be available 99.9% of the time and in the event that the system is 

down no records are lost. The database records must be replicated and securely stored at two 

or more separate locations. The supplier must have in place a disaster recovery plan to 

guarantee operation within 4 hours of a significant failure.  

6.2.2 Database 

The system must have an agile database foundation with the capacity to meet all the 

requirements set out in this document. Critically the database must be flexible and permit 

further development and refinement without significant modification as well as storing the 

VMS data.  The database must facilitate varied queries both through the software package 

and via a bulk download feature, thus allowing large quantities of data (millions of records) 

to be extracted at once. 

6.2.3 Data format 

The format of the data to be received will be compliant with the EU Flux protocols. The 

software system must work to the WGS84 datum for all coordinate reference material. 

The VMS data will be provided with the following detail: 

¶ Vessel name /number 

¶ Date, time (UTC) 

¶ Latitude (6 decimal places) 

¶ Longtitude (6 decimal places) 

¶ Course (degrees to 2 decimal places) 

¶ Speed (knots to 2 decimal places) 

 

TABLE 6. UNIQUE DATA FIELDS GENERATED BY THE E-LOGS (AS AT JUNE 2016) 
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It may be possible to establish a direct link to the MMO analytic Google sheets and fusion 

tables and for the supplier to use these as the basis of their data presentation. It will, however, 

be necessary to import the raw data into the system database as a requirement will be to 

present the data spatially using the GIS package as well as in tabular or graphic form.  

 

6.2.4 Administration 

The software system must employ a flexible tiered based permissioning system. It must be 

possible to restrict or activate functionality within the system and deploy in real time. The 

VMS software must have an up-to-date user guide detailing all the functionality within the 

software. The administration functionality must include: 

¶ Adding, editing and deleting vessels to/from the system 

¶ Create and amend groups  

¶ Set permissions for system users 

¶ Set automated alerts and email notifications based on the activity of one or more vessels. 

¶ Create geofences and configure alerts based on specific activity such as speed or groups. 

 

6.2.5 Exception Reporting 

The software must support exception reporting, that is, present information to the user 

detailing non-standard activity by vessels.  

6.2.6 Map visualisation 

A key aspect of any VMS software solution is the ability to see the activity of a vessel spatially 

and relative to other vessels. The map should be clear and easy to view. Standard 

manipulation tools should be provided allowing the user to navigate quickly and effortlessly 

through time and over long distances. The map based functionality must include; 

¶ Select and present data based on group settings. 

¶ Overlay navigational charts or other markings of interest. 

¶ Overlay of geofences. 

¶ Provide historic track detail. 

¶ Facility to distinguish overlaying tracks and a clear indication of start and end position. 

¶ Automatically update a vessel positions in real time. 

¶ On screen identification of vessels and events 

¶ Production of simple kernel density (heat maps) images of selected data sets including E-

log data 
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6.2.7 Tabular and graphic visualisation 

The software package must have the capacity to extract the raw data from the database and 

display it on screen and export as a csv file. The data must be presented in tabular form with 

filter and sort tools to allow easy analysis and presentation of the data. Simple analytics such 

as summing and calculating % must be supported and the tables should be easy to export into 

reports. 

Graphical presentation of the data must also be provided. The system must have simple tools 

to create standard graphics such as bar charts, line graphs or pie charts from the selected data 

and graphics should be easy to export into report. 

6.2.8 Support and training 

Software systems are complicated by their nature and are only effective when used correctly. 

Support and training are therefore critically important aspects of any software system and a 

supplier must have the capacity to provide face to face, online training material and system 

support. In detail the software must include: 

¶ User manual. 

¶ 24/7 support facilities. 

¶ Capability to provide bespoke user training. 

¶ Easy to follow online tutorial videos. 

6.2.9 Software Upgrade 

The Contractor shall give prior notice of any software upgrades and these must be approved 

prior to going live. Upgrade shall be deemed part of the software and shall then be maintained 

in accordance with this contract at no additional cost.   

6.2.10 Downtime 

Downtime will be scheduled based on planned implementation of releases, upgrades, 

emergency fixes and/or other interventions required to maintain the applications and 

corresponding infrastructure. Both Parties will agree, in advance, on scheduled downtime 

through a change management process. 

6.2.11 Business Continuity 

The supplier must have in place a business continuity plan which will guarantee the recovery 

of the service within 24 hours. 

6.2.12 Contractor Help Desk 

The Supplier shall provide a service call centre which provides operational service support to 

the user base of the Solution and to facilitate the management of Incidents.    
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The Contractor will provide communications by telephone or mail as is necessary to resolve 

the difficulties and queries in using the Software. Advice by telephone help desk will be 

available continuously during Coverage Hours or as otherwise specified.    
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7 CONCLUSION 

This project sought to prepare a basis for establishing a core VMS/ E-log data collection and 

pooling infrastructure on behalf of the fishing industry as a means of evidencing fisheries for 

the benefit of fishermen, fishing businesses and the wider industry 

A detailed review of the technical, legal and institutional arrangements was undertaken 

relating to the current data handling infrastructure for E-logs and VMS in the UK with view to 

developing a data collection system to integrate into existing data streams. The result of this 

review found no significant hurdles to the establishment of a pooling infrastructure and 

confirmed a positive willingness within the MMO to make it happen. The views towards 

accessing VMS and E-log data have shifted in recent years and there is now a realisation that 

this data contains real value and if used in a constructive manner by the industry it can 

contribute to a well-managed and sustainable industry that benefits fishermen. 

Although no barriers were identified against realising a central industry controlled 

infrastructure, a number of legal and due diligence safeguards must be implemented. These 

safeguards could prove to be onerous and prohibitive but it is likely that the astute use of 

technology could streamline and almost automate this process without creating a burden or 

generating significant cost.   

A large survey of data users was carried out. This was felt important as without pan-industry 

buy-in the success of the proposition could be jeopardised. The survey clearly shows that 

individuals and businesses require data from fishermen and it was noticeable that those 

surveyed valued this data and had a willingness to pay a fair price in order to access it. 

Furthermore, respondents felt that the fishing industry can provide more data than the 

currently do.  

As required by the project objective, a technical specification for delivering a pilot data 

collection infrastructure was drafted. It should be noted that the specification is primarily 

concerned with VMS and E-log data, but there are other fisher data sources that could and 

should be included if and when the initiative is taken forward. Whilst undertaking this project 

numerous other projects and pilots collecting data from fishermen were found to be already 

underway. It is important that these initiatives are better coordinated and guided by an 

industry wide strategy and that the data is made accessible via a central software 

infrastructure which will enable the data collected to realise its full value. It is noted that steps 

are now being taken to do just this. 

Whilst consulting with the MMO and industry stakeholders the project team quickly realised 

the importance of communicating the objectives and rationale for accessing and gathering 

data that is collected and owned by industry. There is a high level of awareness of the 

sensitivities that are embedded in this data and there is an inherent suspicion of anyone 
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wishing to assess the data. It is therefore very important to construct a communication 

strategy to support the initiative and make it clear to the fishermen contributing their data, 

that it will, first and foremost, be used in a responsible manner to benefit the fishermen. In 

addition, it will be important that any future infrastructure gives the fishermen access to their 

own data as this will encourage engagement and help to dispel suspicion.  
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8 RECOMMENDATIONS 

1. Ongoing discussions should be maintained with the MMO and Government regarding 

the fishing industry’s desire to access its own data for its benefit and for this to be 

factored into current and future plans. 

 

2. Commence a discussion within the fishing industry about the operation and 

governance over such a service, its objectives, benefits and costs. A number of similar 

initiatives are underway at present and these need to be drawn together to formulate 

an industry data collection strategy which places fishermen at the centre of 

determining how their data is used. 

 

3. Once a structure is agreed, EMFF funding should be accessed (at a high intervention 

rate) to deliver the strategy and provide the software system to draw together all the 

data streams generated by the fishing industry.  

 

 


