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1 EXECUTIVE SUMMARY

Thisreport detailsthe outputs ofa project to assess the feasibility of establishing an IT
interface initiallyin Englandthat would enable simple access to VMS addd=data streams
already collected for regulatory purposds be usedand managed by the fishing industry
This wouldhave the potential to provide a platforrior evidencingfisheries forapplications
that couldprovidecollective benefitsto the fishing industry anthcilitate fisheries andnarine
management.

The first step was toeview existingstatutory data requirementsand the data furnished to

meet theserequirements. Thereafteit was necessary to consider whether such an initiative

would be possible within # context ofdata protectionlaw. Forindividualf i sher men’ s d
to be used for purposes beyond statutory requiremeiit&ould be necessario consent to

aPrivacy Notice outlining the purposes for which the data could be.uBkd usual standards

relating to data processing would then have to be fulfilled in order to protect the data from
possible misuse. In this instancé would be beneficial to reach Memorandum of
Understanding with the Marine Management Organisation, MMO, in order to cover the
transfer of quality controlled statutory data to the institution acting as the holder of the data

on behalf of the fishermen, for further processing.

An evaluéion was then carried out of the alternative technical approaches to collating VMS
and Elog data. . Fve technical options were considered according to the criteria of data
security, timeliness, robustness, granularity, quality, cost to fishermen and cost to controllers
From this procesa preferredoption wasidentified that utilisesthe current systenfor data
collectionin Englandvhich isfirst quality controlledby the MMOgprior to being forwardecdn

to an institution acting as Data Controller on behalf of tighing industry The datacould

then be processed as required to mdisthing industryneeds.

Underlying the project is the assumption that fishermen and the wider fishing industry would
see the utility of having access to additional datdh to provide an evidence base and also
enablebusinesseto more finely ture their existing activitiesin order to establish the validity

of this assumption a survey of potential users was undertaken. Fishermen, fleet operators,
Producer Organisation®03, Industry Representatives, Processors, Retailers, Management
Authorities, Scientists and Ngaovernmental Organisation®NGO$ were all approached.
Whilst there were differences among the levels of interest in potential uses of more data
there was, in geeral, an appreciation of the potential benefits.

On this basis, an outline technical specification was drawn up setting out requirements
covering security and integrity, the database, the data format, the administrative
requirements, the reporting o excetions, map visualisation, tabular and graphic
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visualisation, support and training, software upgrades, downtime, business continuity and a
help desk.
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2 INTRODUCTION

The fishing industry-l6g/VMS datapooling specificatiomproject aimsto prepare a basis for
establishing a core-BgVMS data collection and pooling infrastructure on behalf okth
fishing industry as a means to eviderfigheries for the benefit of fishing businesses and the
wider industry.

The project objectives art®:

1. Undertake a detailed review of the technical, legal and institutional arrangements
relating to the currendata handling infrastructure for-6gs and VMS in the UK in the
context of developing a data collection system to integrate into existing datarsse

2. Define data needs and specifications for different data users including fishing
businesses, representative bodies, Producer Organisations and other potential down
stream users of data.

3. Develop a technical specification for delivering a pilot dataectibn infrastructure.

This reportdetailsthe final project outputs. These outputs have been produced following
detailed discussions with personnel of the Marine Management OrganiséidnO) and

Diass Ltda contractor associatedwith the delivery oft h e M Md@eusprogtamme, a
programme tasked with upgrading the Electronic Reporting System (ERS) for catch and sales
dataused by the UK Fisheries Administrations (excluding Scotland)
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3 INSTITUTIONAL AND LEGAL REVIEW

3.1 Background

Over the past decadie fishing industry has faced an ever increasing requirement to submit
data concerning its activities to the authorities.

There are many factors behind this development, ranging from the Rio Declaration in 1992,
throughto its followrup with the Johanndsurg Convention on Bibiversity of 2002, to the
revised Common Fisheries Policy of 2013, EU 1380/2013. The incre@gdthsison
environmental sustainability has meant that fisheries management has moved up the agenda
—and in order to manage fisheriekdre is a need to increase, or improve, the data available

in order to provide a sound evidence base

Attempts have therefore been made at European level to improve and standardise data
collection, the most obvious of which is the Data Collection FrameWRedulation(DCIH

which was first initiated in 2000, revised in 20@8d is currently under a further revision. It

is important to recognise that although many aspects of fisheries management are devolved
to Member States under subsidiarity, nonethelefish stocks do not recognise national
boundaries and fisheries management currently takes place on the basis of stock units in
regionally specified areas.

The basic data that underlies any fisheries management, however, is provided by the
fishermen althogh this is often supplemented by specific scientific surveys and research
projects which may provide valuable validatiom the case of the EU, data is required in
order to establish fishing opportunities under CFP &mel actualprovision of data then
becomes linked into the control and enforcement system through th&tiGbRegulation EU
1224/20009.

The importance attached to the data provided by fishermen is highlighted by the fact that the
obligation to providenformation on their activitiesorms part of the conditions attached to

the fishing licence issued by the authorities. Failure to provide correct data has
consequences.

Whilst it is accepted that there is a statutory duty to provide datan@nage fishing activity
andfacilitate fisheries maagement it should be borne in mind that the industry itself may
have other possible uses for the data that go beyond narrowly defined fisheries management
and could benefit the fishing industry as a whole and individual fishermen in particular.

The marie environment is an increasingly crowded place with many competing claims on
resourcesand other marine users may have a right of access to anonymised fisheries data.
Whilst most other users oil and gas companiesffshore windfarms, aggregates extraon,

etc.—have essentially static operations, the fishing industry is not restricted to a specific area
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but will normally adapt its fishing grounds according to weather conditions, the time of year

and natural variability (not to mention climate change)d are therefore dynamic. Evidence
relating to the i ndusnportant & demanstiating gpatial and may t
temporal use andsustainable activities and livelihoods. Furthermore, allowing fishermen

access to their own data may enable theammprove the competitiveness of their operations

and their ability to manage their own activities.

Examining the possibilities of fishermen using their own datamprove their individual
operations and as well der wider collectivebenefit would theefore seem a positive step.

3.2 Institutional Context

The first point to make is that fisheries are devolved within the UK to the separate
administrations- England, Northern Ireland, Scotland and Wales. Although there are some
differences, the informatiorreceived from fishermen by th&arious administrations is
standardisedy the statistical services imtlatasetsaccording to the regulatory requirements

of the relevant bodies, such as the EU, ICES, Defra, etc.,

The second point to make is that data usgments vary for different segments of the fishing
industry—usually defined according to length, with the most significant dividing line occurring
at 10 metres or 12 metres

Data for the U10m fleeh Englands generally derived from the Sales Nefgoduced under
the Registration of Buyers and Sell¢2605) legislation ad various paper based recording
schemes such abe Monthly Shellfish Activity ReturMSAR.

Inshore fisheries may also face constraints imposed by the Inshore Fisheries and Conservation
Authorities(IFCApwhich have the power to introduce and enforce Biggvs governing fishing
activities within the ém limit.

Up until now, however, most ofthat t ent i on of fi sheri es ma n a
documenting the activities of the over 10 metre fleet which is responsible for catching most

of the quota stocks. Fishermen from the over 10 metre fleet are required to provide detailed
returns relatingto their activities to their administrations in line with the Common Fisheries
Policy(CFR.

The MMO, Defra’s i mplementing body for fish
monitoring, control and enforcement of fishing activitied-or English fisheriest is the

institution that has primary responsibility for fisheries data and its quality assurance. As such,

it is the institution that is best placed to provide quality controlled data suitable for further
processing.
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3.2.1 Common Fisheries Policy

The latest CFP, EU 1380/2013, has introduced some significant changes. The most important
is the shift in emphasis from attempting to control landings to limiting catettesis moving
towards the minimisation of the discarding of unwanted, undezdi and unmarketable fish.

At the same time, the CFP retains its objectives of reaching Maximum Sustainablgwsald,

as soon as possible and reducing environmental impacts of fishing.

Other objectives include a move to promote greater regional managerof fisheries and
the introduction of multispecies MultiAnnual PlangMAPS.

All of these initiatives are data heavy in their requirements and will inevitably lead to an
expansion of data collection given the limited availability of existing intesnati data
reporting and its variable quality. In the absence of improvements, the application of the
precautionary approachisksconstraining fishing activitie$or example though the incidence

of choke stocks in mixed fisherie$ichcharacterisethe U’ s wat er s .

Reporting Requirements

Existing data requirements are laid out in the CFP, with the precise format to be used provided
in Annex X:

Name of fishing vessel, radio call number;

External identification;

Name and address of Master;

Day, month, hourport of departure;

Day, month, hour, port of landing if different;

Transhipment details if applicable;

Fishing gear;

Mesh size;

Dimensions (optional);

Date of fishing operations (by day);

Number of fishing operations by day;

Fishing time (optional);

Positon by ICES rectangleapproximately 30nm square;
Quantities caught and retained on board (by species over 50kg live weight);
Estimates of discards (including amounts retained as live bait).

= =4 4 4 -5 4 -5 -5 -5 -9 -9 -9 -9 -9

=a

Additional information relating to the declared weight of figimdled is also recorded through
the salesnotes which are often recorded at treeiction centres or byegisteredbuyers.

This information is transmitted to the national authorities (the MMO or the devolved
administrations in the case of the UK).

10
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Currently he UK authorities requérelectronic transmission of data from all fishing vessels 12
metres or over. Paper logbooks may be used by smaller vessels.

For electronic reporting and management there are essentially two systems available which
are outlined inthe Control Regulation.

Control RequlatiokU 1224/2009

The Control Regulation was introduced in 2009 and was conceived as a means of ensuring
that implementation of the CFP was standardised across the European Urfioa | e v el
pl aying field?”. The emphasis i s oan8relathge cont
to fisheries managementit also sets out the required format fealesnotes and their use as

a means of crossheckinglandingsdeclarations. The monitoring provisions- heavily

influenced by expectations of new technologiesvere concentréed on Vessel Monitoring

Systems, VMS, Automatic ldentification SystéAl§ and logbooks, particularly electronic
logbooks, Hogs.

VMS, Article 9

Article 9 required Member States to introduce VMS allowing the vessels to be automatically
located andidentified by transmitting position data at regular intervals. This provision was

to be introduced gradually, starting with larger vessels, but by 1 January 2012 all vessels of 12
metres or more were to have installed VMS.

AIS, Article 10

Vessels of 15 ntees or more are required to have fitted an AIS as of 31 May 2014. The AIS
may be used for crosshecking information by the MMO to validate its data before
publication.

Elogs, Articles 14, 15, and 16
Article 14 lays down the information to be enteredthe logbook.

Article 15 deals with the electronic completion and transmission of fishing logbook data. Data
transmissions are to be made at least once a day by vessels of 12 metres ¢hexeis an
exemption available for inshore vessels but tkisot applied in the UK

Article 16 contains provisions relating to the monitoring of vessels of less than 12 metres
where the Member State must establish a sampling plan.

Additional Requirements

Although the main data requirements are laid out aboveeth are a number of other
measures that either already influence data requirements or are likely to do so in the future.

11
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Landing Obligation

Reference has already been made to the regime shift towards monitoring catches rather than
landings under the newRP, and this is exemplified by the Landing Obligation. Cilyrent
demersal fisheries, theahding Obligation is being implemented on a staggered blasist

will eventually applyto all specieswith catch limits(other thanthose listed agprohibited
species, which must be recorded and discarded). As a result, fishermen will be required to
record all species by weight and by size (since separate conditions apply to fish that are less
than the Minimum Conservation Reference SMERY. Where exempons apply, fish that

are discarded will still have to be recorded.

The objective is to improve the statistical basis on which the fisheries are managed but it
involves fishermen in an increasing amount of reporting.

Multi-Annual Plans

The CFP, Articlesadd 10, gives priority to the establishment of MuMtinnual PlangMAP3

as a means of managing fisheries to attain its overall objectives. At the present time the first
such MAP, for the Baltic, has beadopted It is expected that this MAP will pide a
template for others, including the North Sea. The importance of predator prey relationships
and the complexities of mixed fisheries mean, however, that data requirements grow
exponentially as more species are added.

Inevitably, such plans (parti@ly in mixed, multspecies fisheries) will add to the data
requirements placed on the fishing industry.

Regionalisation

It is anticipated that MAPs will be drawn up on a regional, sea basin, basis with the
cooperation of the surrounding Member States amdth advice from the appropriate
Regional Advisory Councils.

Althoughthe Baltic MAP iso farthe only one to be agreed, there has been considerable
cooperation on a regional basis to establish Discard Plans for demersal fisheries. Both the
North Sea and the North West Waters Advisory Councils have worked with the relevant
groupings of Member Stats in drawing up Discard Plans. In the future, however, it is
anticipated thatas well as discard reduction pladdAPs willalsoincludefishing mortality
targets and associated catch limigs well agechnical measures.

Technical Conservation Measures

Technical Conservation measures, EC 850/98, governing matters such as twine thickness,
mesh sizes, net construction and gears have been in existence for nearly 20 years and have
been periodically revised. An “iAgtheexisting ” Reg

12
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legislation into line with the requirements of the Landing Obligation. There is, however,
currently a revision in progress in order to adjust the Regulation to take into account the
changed basis of the CFP with its emphasis on catchethedry this adjustment is to be a
transition measure until MAPs are in place when it is hoped that a simplification and
regionalisation of measures will occur.

Data Collection Framework

In an effort to standardise data collection for fisheries there endoeen Data Collection
Framework Regulations in 2002 (EC 2347/2002) and a revision in 2008 (EC 199/2008). The
Regulation sets out the data that is required and the necessary quality standards. The revision
currently under consideration, 2015/0133 (CO$¥eks to recognise the difficulties thtite

di vision between “scientifi c”somdeaMembersStatgs ma n a ¢
leads to in the provision oflata of the requisite qualityit therefore moves towards the

provision of data with appropriatqualifications as to the confidence levels to be attached to

it.

Although there is some European funding available for data collection, it should be
remembered that in a time of austerity improving marine data may be regarded as an
expensive luxury by see. Nonetheless, the move towards regionalisation means that for
management to work properly there will be a need for reliable data across Member States.

3.2.2 Other Marine Environmental Regulations

Birds Directive

The Birds Directive, 79/409/ECC, is the oldesvironmental legislation but its scope
continues to expand, EC 2009/147. In the marine environment there is increasing provision
for including seaward foraging and other bird related areas in Special Protection Areas, SPAs.
Such provision may have anpact upon the use of certain gears in these areas.

Habitats Directive

The Habitats Directive, 92/43/EEC, inter alia seeks to protect and conserve marine habitats
that as a means to promote biodiversiby creating Special Areas of Conservation, SACs.
These areas are to be designated on purely scientific grounds and social and economic factors
may not be taken into consideratiqirticle 6.

For the fishing industry the question of the evidence base to be used for the designation of
SACs and the introdtion of management measures is a matter of considerable importance
since the precautionary approach appli€ince designations can only be made on a scientific
basis itis in the interest othe fishing industry to be able to provide its own scientificdence

on the existence, or otherwise, of designated features and the levels of impact.

13
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Marine Protected Areas, MPAs/Marine Conservation Zones, MCZs

Under the Marine and Coastal Access @09 there is provision for the establishment of
Marine Conseration Zones, MCZs. The establishment of these MRPANglish waterss
currently in progress with two tranches of sites designated thivd trancheto come. These
MCZs are first designated and then management measures are introduced. The evidence
base for the designation is not always certain but the precautionary approach is adopted. As
a result, the adoption ofmnanagementmeasures after designain may be a matter for
contention given the uncertain evidence.

Marine Strategy Framework Directive, MSFD

The Marine Strategy Framework Directive, 2008/56 EC, seeks to achieve and/or maintain the
marine environment at a Good Environmental Status, GE0P§. To this end it sets 11
Descriptors of which 1, 3, 4 and 6 (loiversity, stocks at safe biological levels, food webs and
benthic conditionspre particularlyrelevantto the fishing industry. Indicators are set as to
what constitutes GES for eaBescriptor but the Member States are responsible for how they
are measured.

Fish stocks, and their relevant data, form an integral part of GES.

3.2.3 Other Influences
STECF

The Scientific, Technical and Economomt Commi
Research Centr@RE which provides scientific analysis for the Commission. It plays an
important role in evaluating policy options and the scientific and technical basis for decisions.
When tasked by the Commission with carrying out an enqgiieySTECF will ask Member

States for all relevant data which is then analysed by its independent experts who report their
findings publically.

The quality of the data STECF receives will obviously affect the validity of its conclusions.
ICES

The Internatimal Council for the Exploration of the S€K3E pwas established in 1902 lay
exchange of letters between participating countries. In 1964, through an agreed Convention,
ICES received a legal foundation and full international staltissarea of activy is confined

to the North Atlantic Ocean and it plays a key role in providing information on the state of
fish stocks in the area. Itis consulted by the EU on questions relating to fisheries management
and more particularly the appropriate level of TSMOr the coming year.

There are two caveats. Firstly, the quality of its output depends upon the data that it receives.
Secondly, the advice that it provides on fisheries management is a function of the questions

14
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that it is asked- it is careful to dishguish between political choices and the provision of
information.

CEFAS

The Centre for Environmental, Fisheries and Aquaculture Sci@EEASSs an Executive
Agency of Defra carrying out, among other activities, research into marine and freshwater
fisheries. The annual surveys that it carries out to assess the state of fish stocks provide an
important input for ICES annual advice. In addition, its work on pilot projects for gear
adaptations and work on selectivity and survivability are relevant feritplementation of

the Landing ObligationAlthough it is not the only government relatadientificinstitute it is

the preeminent oneapplying toEnglish waters

Seafish

The Sedish Industry Authority(Seafishis a NorDepartmental Public Body (NDPB) set up

by the Fisheries Act 1981 to improve efficiency and raise standards across the seafood
industry. Its purpose is to support a profitable, sustainable and socially responsible seafood
industry. Among its otlreactivitiesit undertakes the survey of the economic performance of
the UK fleet that contributes to the annual European survey.

3.2.4 Summary

The fishing industry operates within a highly complex institutional framework in which
political factors, national anthternational, are intertwined with environmental, economic
and social factors. Underlying this institutional framework is a decisiaking process which
both requires a large amount of data and yet at the same time faces data limitations. In
addition, during a period of austerity, expenditure on expensive marine research is difficult
to justify.

Althoughthe move to fisheries management at a regional level may be seen as a positive
development, with greater stakeholder involvement, the complexities efedoping multi

species MAPs at MSY for all stocks will require more data. It may be necessary to commence
with something less ambitious, or more local, in the North Sea and the North West Waters.

At the same time, fishermen face increasing competitiom foe use of the marine
environment, vide Marine Spatial Plans, which is likely to reduce the freedom of movement
that is an integral part of their activities at a time when stock levels are recovering.

3.3 Legal Constraints Relating to Personal Data

Fishermerhave a duty to supply data to fishing authorities, but there are legal constraints as
to how any personatlata may banade availabléor purposes beyond the direct government

15
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regulation of fishing activity under the CFP and that related to the management of the marine
environment more broadly .

3.3.1 Data Protection Act

In the UK, the Data Protection Act, 1998ArsAct to make provision for the regulation of the
processing of information relating to individuals, including the obtaining, holding, use or
RA&Of 2adzNBE 2F &4dzOK AYTF2NNIGA2Y ®E

Although there has been considerable progress over the past twenty yearsgylmokcepts
remain as outlined in the Act.

GRIEGEE YSEya AYyF2NNIGA2Y 6KAOK

(a) Is being processed by means of equipment operating automatically in response to
instruction given for that purpose.

(b) Is recorded with the intention that it should be processed byrmmef such equipment.

(c) Is recorded as part of a relevant filing system or with the intention that it should form
part of a relevant filing system

GRFEGF O2y GNRT f SshidsectiorS(#) ¥ peEsonavtipd(étiieOafoneip@jointly or in
common with ober persons) determines the purposes for which and the manner in which any
personal data are, or are to be, processed,;

GREFEGF LINPOSaaz2NEsX Ay NBflFOGA2Yy G2 LISNER2YIf RI
the data controller) who processes the datalmehalf of the data controller;

GRIFEGI 4d2o280iGé YSIya Yy AYRAGARIIS t 6K2 A& (K
GLISNBE2YFE RFEGFE YSIya RIGE 6KAOK NREFGS G2 |

(a) From these data, or
(b) From these data and other information whistin the possession of, or is likely to come
into the possession of the data controller.

Thereafter, the most important sections, from the perspective of this review, concern Section
4 (The data protection principlg@snd Section 38Research, history anstatisticy.

Section 4 The data protection principfes

There areeight data protection principles:

Principle 1. Personal data shall be processed fairly, lawfahd, in particular, shall not
proceed unless:

1This section relies heavily upon t heThel Guidoto Daa i on Cc
Protection.

16
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There are legitimate grounds for collecting amging the data;

It will not harm the individuals concerned;

There is transparency as to how the data will be used;

Personal data is handled as people would reasonably expect; and
1 Data will be used for lawful purposes.

= = =4 =2

Such a basic principle will inevitglaffect the way in which any project to obtain and process
fishermen’s data wil/l be processed.

Principle 2. Purposesds concerned that personal data shall be obtained only for one or more
specified and lawful purposes, and shall not be further processady manner incompatible
with that purpose or these purposes.

This means that there must be clarity from the beginning as to why the data is to be collected
and used (this will include the duty to give Privacy Notices to individuals when collecting thei

data. In addition the Information Commissioner must be notified as required by the Act.

Furthermore, any additional use or disclosure beyond that outlined in the Privacy Notice must
be fair.

Although fishermen have a duty to provide data to the MMOy &rther use of such data
will necessitate obtaining permission from the individual fishermen for further use.

Principle 3. Adequacy is concerned to ensure that personal data collected for processing
should be adequate, relevant and not excessive gitierpurposes of the processing.

It should be possible for data provided by the MMO to meet this criteria.

Principle 4. Accuracy seeks to ensure that personal data shall be accurate and, where
necessary, kept up to date.

It should be possible for dafarovided by the MMO to meet this criteria.

Principle 5. Retention- requires that personal data should be retained no longer than is
necessary.

It should be possible for data provided by the MMO to meet this criteria.

Principle 6, Rights- is concerned toensure that personal data should be processed in
accordance with the rights of data subjects under the 1998 Act.

In practice, this means that the individual has the right to:

1 A copy of the information comprised in their personal data;
1 A right to object tgprocessing that would cause damage of distress;
1 Arright to prevent processing for direct marketing;

17



Fishing Industry46g/VMS Datgyooling Specification

1 A right to object to decisions based on algorithms;
1 In certain situations the right to have inaccurate data deleted or blocked;
1 A right of compensation falamages.

Should data already have been processed by the MMO it would be presumed to meet these
criteria.

Principle 7. Securityrequires appropriate technical and organisational measures to be taken
against unauthorised or unlawful processing of persatah and against accidental loss or
destruction of, or damage to, personal data.

This means that there must be appropriate security measures in plashnical, human and
physical.

Both the Data Controller and the Data Processor will need to provideaasss on this head.

Principle 8.International (Security—places estrictions onthe transfer of data outside
European Economic Area, EEA.

Again, these restrictions will concern the Data Controller and Data Processor.

Section 6. The Commissioner

The Act nakes provision for the appointment of an Information Commissioner who is charged

with overseeing the application of the Act. Data Controllers are required to register with the

I nf ormati on Commi ssioner’s Offi ce,nsihtGad, and
activities.

This registration requirement would apply to any body that held any data transferred by
the MMO following receipt of the requisite Privacy Notices and subject to confirmation by
the MMO Access to Information Team.

Section 33Research, history and statistics

Initially this section would appear to place restrictions on the way in which data processed for
other purposes may be useth this respect, the key importance of obtaining signed Privacy
Notices consenting to the further use of data is to be highlighted if it is envisaged that there

may be commercial implications in the future. Again, confirmation from the MMO Access

to Information Team would have to be obtained.

3.3.2 EU Regulations

The EU has recent{g 7"April, 2016 agreeda new General Data Protection Regulation, EU
2016/679, which will apply from 25May 2018. The major changes from the previous
Regul ation involve the expansion of the Regu
outside the EEA (in part refleng the growth of oAine transactions). The accountability of
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Data Controllers is also tightened with a requirement for a Data Protection Impact
Assessment.At the same time, Data Processors also face tighter regulafidrese
requirements will adédditionalburdens on both the Data Controller and the Data Processor.

3.3.3 Implications

The institutional requirements establish the framework within which fishermen provide data
on their activities. The legal requirements set the constraints that apply to the ymesrsdnal
data, such as that provided by the fishermen, for other purposes.

There are considerable advantages, i n ter ms
activities, by starting with data that has already been quality controlled for Adequacy,
Accuacy and Retention.

Thereafter, consideration should be given to:
Privacy Notice

According to Principles 1 and 2, data must be collected fairly and lawfully and the purposes it
is to be used for must be clear.

If the data is originally provided to the MM® fulfil statutory and other requirements, then

it is collected fairly and lawfully. The key provision relates to the need for clarity as to the
additional purposes for which it is to be used. In order to fulfil this condition a Privacy Notice
is required setting out the purposes for which the data is to be used. This Privacy Notice
needs to be signed and returned to the body intending to use the data who becomes the Data
Controller for the purposes of the Act.

The MMO has indicated that whilst thereaspreference for documentary evidence (i.e. a
paper document duly signed) it would be possible to proceed on an electronic basis with
verification but the precise form would have to be confirmed by the MMO Access to
Information Team

Data Controller

The baly —for example a Trustt hat recei ved the Privacy Not.
process data would have to register with the
surety that all the necessary conditions (particularly with reference to 8grwill be met.
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Data Processor

It is unlikely that a Trust would have the capacity or the resources to process the data itself
and instead would have recourse to a Data Processor who would be responsible for the
treatment and storage of the data. Obuisly the agreement between the Data Controller
and the Data Processor would need to be carefully drawn up by competent legal experts.

Privacy Impact Assessment

All of these factors should already have been addressed in a Privacy Impact AsséBshent
that should have been undertaken before the project is set in motion.

Memorandum of Understanding

To continue in reverse order, the first stegwardsmoving the project forward should be to
negotiate a Memorandum of UnderstandiiigloU) with the MMO setting out the terms on
which data would be made available to the Trust/Data Controller.

The MMO currently has a number of MoUs in operatidor example with the Crown Estate

—which contain sections on Data Management. Attention shbeldocused on the basis on

which the information is to be provided, e.g. free or for a fee. It is possible that a distinction

may be made between the provision of data th
and that which provides some commeator competitive advantage.

3.4 Conclusion

It would appear that there is no major institutional or legal impediment to the creation of a
body or trust that could undertake the furth

1 Clearly attention wouwl have to be given to the terms on which the data is transferred
to the body or trust by the MMO.

1 Thought should be given to the format of the Privacy Notices and how they would be
incorporated into the Privacy impact Assessment.

1 The precise (and most adviageous) form of the body or trust will need to be

established.
1 The Data Controller (and eventually the Data Processor) would have to register with
the I nformation Commi ssioner’s Office and

1 Selection of a Data Processaitl clearly be key to achieving a successful project.
1 Lastly-but most importantly of al-fishermen must be convinced that there is a clear
benefit to them in accepting to join the scheme and sign up to the Privacy Notices.
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4 EVALUATION OF ALTERNATIVE TECHNICAL APPROACHES TO
COLLATING E-LOG/VMS DATA

The technical approaches to collating the fishing industry data are dependent on legal and
institutional factors as much as the limitations of the technolggyacticalitiesand cost. This
sectionsets out the optionginitially for Englandhat aredeemed feasible based on the legal
and institutional limitations and the technology availablarently. The data may potentially
include either unprocessed data or processed data concerning VM&lagd but it would
initially seem most likely that data already processed by the MMO would be transferred
across to the industry hub that would be responsibibe further processing to meet the
specificrequirements of the industry.

4.1 Options

In total 5 technicaloptions were evaluated. Eacltonsides the technical feadiility at the
outset but have then beerassessed against variety of legal, institutional, pcical and
financial constraints in order to ascertain the best option.

Option 1: Manual data provision

Manual forwarding of the data by the skippers through email or on memory stick was
considered. This option is not technically possible for \dslt& as he skipper has no way of
accessing the data in the deviceldg data could be copied depending on the software
solution used, but problems of standardisation would be encountered to mention the
practicalities and resource required to implement both the vessel and at the central data
hub. Plotter or GPS datavhich is not currently considered by the MMéuld be outputted

to substitute for the VMS but this data set would be open to question and not provide the
robust evidence base the fishing indiysrequire.Data quality and robustness would be open
to criticism.By far the most effective solution is one that is automated amdimises the
input burdenuponfishermen.

Option 2: Non statutory data collection systems / tools

Non-statutory data collection systemétools could also collect thelata generated by the
VMS and #og systems used by the vessels. In this instance the data would have to be entered
twice for the catch records and two VMS units installedlee vessel. This woulddrease the
workload and cost burden to the vessblt if it was not possible to access the data held by
the MMO, it would be gotential option. It should be noted that in the Welsh Waters scallop
fishery, manyvessels do carry two VMS systems where taadard EU VMS system is below
the standard required for the local managemenhe issue of quality control would also need

to be addressedA significant advantage of this system would be the real time nature of the
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data reaching the central hub and it widol be possible to have this data within minutes of it
being generated by the technology.

Option 3: Duplicate data transmission

ConfiguringVMS and #og devices used by the fishing vessistransmit their data in
duplicatewould be technically possibl&@his approach like option 1 and 2 would avoid any
reliance upon the MMO to access the data as eagort would beforwardedto the MMO

as is currently the case and a second report would be transmitted to the central industry
database.This approach wouldnost likely double the cost of data transmission to the
fishermen, but create no additional burdefor them. However, onsiderable risk would
surround this approach as the central hub must integrate with the VMS Elogy data
systems andhis could be cstly and take considerable time. In atidn as a significant level

of data entry relating #og systems is undertaken by fisheries administrations as part of
quality control data collected directly from vessels would not match that gatherethéy
fisheries admirstration without a parallel quality control process that would be costly and
impractical.

Option 4: MMO data forwarding

Based around the current system and processchvesselcontinues totransmit its data to

the MMO systems When this data arrives at the MMO a simple forwarding tcalild be
implemented for the data to be sent tan industrycentral hub system. This approach creates
no additional burden for the fishermen but will require the MMO to integrate with the central
industry hub system. The data will be transmitted in near real time or as soon as the MMO
receive it. The data will be in its ralerm and will not have undergone any quality control
which poses considerable problems relatingtsovalidity.

Option 5: MMO data forwarding plus

The final option is the same as optiorb4t for those vessels from which a Privacy Notice has
been receivedthe data forwarding is only performednce it has undergone fulguality
control by the MMO. This will delay the flow of @dai.e. not in real timebut would ensure
that the quality is high and the data sktr the vesselsvill match that held by government
for the vessels in questiorihere will, however, be the question of building in the ability to
incorporate revisiongs a consequence of further cross checks undertaken by the fisheries
administration Furthermoe this dataet can be supplemented by the annual aggregated
dataset released by the MMO each year. Again thisaggh wil require no changes to the
fishing opeation. The data wilbe transmitted to the MMQprocessed and then forwarded
to a centralindustry hub system It islikely that this datawill have a lag to allow for the
processing of up to 2 weeks. The MMO system will need to integrate witindustrycentral

hub system and this will have cost for the MMQuring discussions thdMO has indicated
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an initial preferencethat the central industryhub should use this approadithough further
considerations would need to take into account any catrand future redevelopments of

t he MMO’ s own d a.tThaiswoadindply futnrg manjesahce ¢costs to ensure
that systems remained compatible with one another.

4.2 Evaluation

Table 1sets out the relevantattributes of each of the options anthe colours represent
desirability, red being least and green being most.

TABLEL. OPTIONS EVALUATION

Criteria Option1l Option2 Option3 Option4 Option>5
Data Security High High High High
Timeliness High High High Med
Robustness High Med High High
Granularity High High High High High
Quality (o) Med Med Med High
Cost to Fishermen Med High High Low Low
Cost to data High Med Med Med Med

controllers

Following meeting and discussions with the MMO and NFFO it was agreed that the best
outcome for all partiesvould be to share a commomobust high qualitydataset In the
current climate of budget restraint it was acknowledged by the MMO thabuld not have

the resoure to meet thedataanalysigequirements It would be advantageous to both the
MMO and the fishing industry if some of the analysis was undertaken by the industry itself
(adhering to bespractice)with this then feeding into the evidence base the MMO require to
fulfil their responsibility for marine resource management.

Option 2 and 5 werdeemed to be thdest technical approach to collating industry and catch
data in one centralocation However the cost to the fishermen in time and money was
deemed to be prohibitively expensiver option 2to be feasible It was noted that a small
number of vessels around the UK do currently gate VMS and #og data in this manner

on a daily basis and theedign of any future central hub systeshould be able to
accommodate this datgarticularly as the IFGAand the MMO increasenonitoring of the
inshore fleet. Althoughit was possible to envisage collaboration between fishermen and the
MMO on the provisin of anonymised public datasetsuch a development would in many
respects run counter to the idea of the industry, or sections of it, owning and being
responsible for its own evidence base.

The preferred option of those deemed to be feasible gsgtion 5: MMO data forwarding
plus Qritically, this optiondoes not place angdditional burden on the fishing industry. The
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fishermen simply continue to use tie/MS and #og systems as normaind the data will be
transferredautomaticallyfrom the MMO system to the central industry hub system. The flow

of data is regulated by the vessel owner granting consent for his / her data to be shared. This
would be a simpleopt in or out process with the necessary verifications.

Therewould be acostto the MMO to forward the data from their databases to the central
industry hub system. Thisould be an upfront costor the development of ampplication
Programme Interfac@AP) however,the ongoing maintenance costowld be comparatively

low. Therewould also be a cost to create the industry hub systédbmce he MMO has
completed its current raelevelopmentit will be in a better position to assess its ability to
provide cost free API and support. At the present time it has been understood thisiitee
hastaken the view that the zero cost provision of data to the industry hub meets the aims of
government policy and ultimately the datsowid be used to generate tangible evidence that
the MMO would use in the future management of marine resources.

API: application program interface (API) isodethat allows two software programs
(in this caseMMO hub and central industry hub) to communicate securely with| each
other.

One of themajor benefits of option 5 ithat it would give the central industry hub dataset

that has been checked and quality controlled by the MMO who themselves have access to
other datasets that can be used to cross reference, not to mention the human reswitice
years of experience to tease out the errors in the daéBy using this dataset the fishing
industry would have access to the same data that the regulatorsies®l this would prevent
inaccuraciesor inconsistencieemergingas a result of the analysef data that had not
receiveda prion quality validationfrom the MMQ This dataset will evolve over time and by
using the API the most up to dadata will always be available.

The data forwarded from the MMO databasewld be of a high resolution andeb
identifiable down to the individual vessel. It is likely that only a subset of the entire fladtiw
agree to share their data with the central industry hub. This will result in differences in the
datasets and these must be recognised. The MMO do guafisannual anmymised summary

of the VMS and {#bg data and this will be available the central industry hupalbeit not in

real time.

Due to the legal requiremerfor vessels to submit VMS anedgs regularlyfor regulatory
purposes,the MMO data setis expected tobe robust. On the other handvoluntarily
generated datasets such as that held by the Holderness Fishing Industry Group will not be as
robust by default, but appropriate quality assessmeimuid increase its robustness.

The timeliness of thdata is an important consideration. Depending on the application some
analysesvill require more timely data than otherQuota managementfor instancerequires
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accurate and timely data, whilst the impact of a wind farm development will redpisterical
datain order to understand temporal fishing pattern®ption 5 will supply data on a daily
basis to the central industry hub bsome of this data may only be updated tgpl month
later than when the activityook place.

Data security is a ¢mal compon@&t of any data sharing projectUnderstandingthe
commercial and personal sensitivity the VMS and g data is paramount. In this case the
API will provide a secure meafmasswordorotected) of transferring the data from the MMO
system tothe central industry hub and ensure that neither system is subjected to external
threats. Similarly, the industry hub would require security systems in order to control access.

HGUREL. SYSTEMARCHITECTUREDATA FLOW

System Architecture

i \ Central
\ Industry Hub
3™ party d

Hub

Figure 1 providea very simpl@llustration of how the data generated by the fishing industry
will pass from the vessel to the central industry hub. phaect has identified two distinct
pathways one via the MMO and the second and less forralthoughincreasingly important
channe] via 39 party systems that colledMSand Elog data. The illustration also includes
an additional data source | ab erigihapmjectsCopeher 7 .
but followinginvestigation it was felt necessary to include future igtty data sources which
could be used as an evidence base for the industry to support its activities.

4.3 Description of the Central Industry Hub

This section lays ouwt this initial stage of the projedhe anticipatedtop-level requirement
of the hubdatabase and software packagebject to further consultatiom establishing any
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operational systemA more detailed requiremenwill be set out inthe tender specification
document.

4.3.1 Summary

The Central Industry Hub systenowd be the fishingindustry esource for the storing and
accessing of industry generated digital data. &ud be a cloud based systepermitting
multiple tier leveluser acces<Critically it will permit those fishermen wishing to access their
data to do so at their convenience anth a single access point. The systeould permit

users to access raw format data and also support simple visualisation tools where the data is
presented in useful tables, graphics and chartse software packageauld have the capacity

to import other relevant data sources and present this ddtas envisaged that these tools

will be sufficient to meet the needs of the regular useérilst enablingthose wishing to carry

out in-depth analysis to do so effectively.

4.3.2 VMS data

Vessel monitoring system tiaisgenerally required by law whereby a vessel must employ a
tamper proof device to report the vessels location, course and speed at regular intervals and
normally in real time. Under EU control regulations all vessels oven friust carry &/MS
device in the UK the AST VMS deviead report their position every 2 hours to the hub.
Additional data can be transmitted over thlievice suckas emergency alerts, power status
reports and tamper messages. For the purpose of the central industryohlybthe vessels

ID, location, course and speed will be necessary.

Via an API this data will be forwarded to the industry central hub where it will be stored in a
database with the vess#D providing thelink between this data and anyl&g data belongig

to the vessel. The database will require a front end to allow for the extraction of the data in
raw format, thus allowing it to be analysed using a GIS software packageeftina industry

hub will also needveb based user interface includiagnappingool to support basic plotting
fundions.

TABLE2. EXAMPLE OF RAMM SDATA

Vessel i.d. generated date longitude latitude speed ktscourse

Vessel 234 01/04/2014 13:57 -3.57282 50.35315 2.3 122.2
Vessel 234 01/04/2014 13:58 -3.57281. 50.35317 2.2 144
Vessel 234 01/04/2014 13:59 -3.5728 50.35312 4.6 133.3
Vessel 234 01/04/2014 14:00 -3.57281. 50.35314 51 288.1
Vessel 234 01/04/2014 14:02 -3.5728 50.35315 3.3 256.1
Vessel 234 01/04/2014 14:03 -3.57278 50.35314 2.9 74.2
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HGURE2 EXAMPLE O¥MSDATA PLOTTED ON ARH
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4.3.3 E-logdata

The EWontrol Regulation requires that all vessels over 12nda&aome less than 12must
generatea digital (Hog) record of their fishing activity recording when, where and with
which gears they fish in addition to a detailed record of their retained catch and dismaalds
various other administrative informatiofhis data ifransmitted to the MMO on a daily basis
and used to ensure compliance witjuota and other regulations. This data is much more
expansive that th&/MSdata set.

It is proposedthat all the Elog and supporting data pertaining to the vessels who have
grantedpermission wuld be transmitted from the MMO hub to the central industry hub via
an API. This daily synchronising will include any wgsdtat the dataet as well athe addition

of new data The data will B mapped to the central industryatabaseand become available

to users.

Interaction with the data wuld be supportedvia a user interface. This interface will support
users to extract the data in its raw state for further analysis. The interfacgdalso provide
users with a toolkit of default repostwhich vould quickly and easily present the datauseful
and insightful formatsExampls of these reports would include catch quantities over time,
guota management statements or discards.

2 Note that those vessels that do not submildgs are still required to complete paper returns and there is likely
to be increasing presse for electronic returns as various fishing apps are developed.
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TABLE3. SAMPLE OF-EOG DATASMPLIFIEPNOT INCLUDINGIAAVAILABLE INFORNGY

Live weight

Vessel Date Area Gear Species (KG) Value (£)

234 01/04/2014 Viie Beam trawl Monkfish 144 940
234 01/04/2014 Viie Beam trawl Hake 78 330
246 01/04/2014 Viie Single rig Haddock 366 1040
246 01/04/2014 Viie Single rig  Monkfish 120 890

4.3.4 Additional data

Additional datashould also be supporteloy the software package. The government website
http://environment.data.gov.uk/ds/catalogue/index.jsp#/catalogyarovides collated data
to the public and there are a number of datasets that will be of value to the fishing industry.

FHGURE. SAMPLE OF FREELY AXBLE DATASETS \AAAGOVUK WEBSITE

© © 2 © 2 0 2 0 0 0 0 0 0 0

QL FAQ  Terms  Comtact Us Rol-3.0.44 liva Powared by -@AIRBUS
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5 DATA NEEDS SURVEY

5.1 Methodology

A semistructured questionnaire was designed to gather views from key industry personnel
on the availability of fisher generated data pertinent to the needs of the individuals and
businesses. The survey was designed tadreied outeither over the phone orface to face

or viae-mail. The Survey was carried out from July to October 2016.

Respondents were sought from acrosstheadustry represseakehngl aéd s’
of such data, current or future. On average each of the interviews took about 15 minutes but

some of the participants were keen to emphasise particular points and took longer. A
breakdown of the respondentsy group can be seen in the table below

TABLEL. BREAKDOWN OF SURVESHONDENTS BY SECTOR

Group No. of
respondents

Fishermen 5

Fleet operators 4

PO 3

Industry Representative 6

Processor 3

Retail / sales 2

Management Authority | 8

Scientist 1

NGO 1

5.2 Results

5.2.1 Question1 &2

Q1. What fisheries related data does your business currently access?
Catch / Location / Stock / Traceability/ Environmental / Operational

Q2. On a scale of 1 to 10 does the data / Info you access meet your needs (1 beingnabbish
10 being perfect)?

To some extent the responses received depend
each of the categories meant to them personally. All respondents bar one were accessing
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some data / information currently. The general feelimgs that in most instances good data
exists; the issue is around accessing this data or knowing where to find it.

Data timeliness was an issue for many. Whilst the data can be accessed it is generally later
than required and as a result its value is Iésan it could be. The average respondent
currently accesses 3 of the 6 data categories given, with only one respondent accessing all
data types.

The average satisfaction value that respondents gave to the value of the data was 5 out of 10.
Some felt that hey had worked hard to identify and access the sources and were happy with
their situation, hence scoring the value high but the majority felt that they had some of what
they needed. The respondents clearly saw a link between the successful executiair of th
business and their access to high value data and information, to such an extent that they could
see it yielding a competitive advantage or improved regulation.

Many of the respondents caveated that the score would vary by data category and for some
they were very happy but on the whole the feeling was that there was much work to be done
and they were interested in any initiatives to improve the data / information availability.

5.2.2 Question 3

Q3.What data gapgcurrent & future)do you have?
Catch / Locabn / Stock / Traceability/ Environmental / Operational

All but 6 of the respondents anticipated an increase in the number of data streams that they
will need to access in the future. Respondents felt that they would need on average 1 extra
data stream inthe future. The consensus was that as well as accessing new sources, users
would need more data from current sources in order to meet their business needs.

Based on the responses received catch and stock science data were seen as the most
important area equiring more and better data / information. In terms of stock sciencany

saw the link between the precautionary approach and lack of good scientific data. As such,
there appeared to be a clear and widespread understanding that having reliable higty qual
fish stock data is critical to maintaining sustainable businesses of all kinds.

Regulatory bodies additionally identified a growing requirement for more precise locational
data relating to activities. There is also a continuing need for data ondiinatees of other
nationals within UK waters.

5.2.3 Question 4

Q4. Do you need to convert data into information or is the information you need freely
available?
Yes / No
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Over 90% of the respondents said that they need to take raw data and convert it into
information. This process is often time consuming, laborious and not the best use of their
time. In an ideal world many of the respondents would like the data analysed for them and
felt that this was doable as their needs were neither onerous nor bespoke. Soitie o
respondents did not want everything spelt out and would prefer the value left in the data for
them to pick out and use as a competitive advantage, but this value would be bespoke rather
than generic.

|t was highlighted t h d tparti¢uliars groblenss’ in tgrrhsodf t e r (
transformation into scientific standard data.

5.2.4 Question 5

Q5. How often do you need to access data / information in order to carry out your job?
Several times daily / Daily / weekly / Monthly / Annually

The overwhelming mayity of respondents required data on a daily basis.

5.2.5 Question 6

Q6. Would you be willing to pay to have access to the information you require and if not who
should pay?

75% of the respondents stated their willingness to make some contribution. Two of the
respondents who were not willing to pay were restricted in doing so by business st

the other 6 felt that it was the government
Almost all the respondents added the caveat that they would Beng to pay to access data

or information, but they would only be willing to contribute up to the point that they deemed

to be fair, based on the costs and value realised. All the respondents saw that there would be
multiple beneficiaries for the data gerated by the fishers and as such the body providing it
would be a valuable entity.

5.2.6 Question 7

Q7. Which of these statements do you agree most with?
a. CAAKSNASE k aSIF¥22R RFdl &akK2dzZ R 0S FNBS
b. DatashouldB | @ AfFo6fS odzi I 0O0OSaa aKz2dzZ R 068S
ol aAaac
c. This data is commercially sensitive and should not be available beyond legal
NBIjdZANBYSyia ay2yS 2F @2dzN)J odzaAy Saaé

This question sought to understand attitudes to data ascasd did not concern ownership.
Most of the respondents felt that access to data should be much easier than it is currently
and that this was holding the fishing industry back. Many emphasised the importance of
respecting commercially sensitive data, libe data about the fish or activities should be
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available in an easy to access form. It was interesting to note that most felt that the balance
was between A and B and that more good than bad would come from having the data and
information available althog h
Attitudes appear to be more in favour of cooperation and working together in contrast to the
views of the recent past.
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6 TECHNICAL SPECIFICATION

6.1 Scope of the tender

The Gontrol Regulation 1224/2009 stipulatethat all UK fishing vessels over 12 meters in
length must carry an operational Vessel Monitoring System at all time. This system must
report a location, course and speed value evehours and send this to the UK operational
hub managed by the MMO. At the same time all vessels over 12 meters must also record
electronically their catch data in a logbook and transmit this data on a daily basis to the MMO.
Currently vessels under 12 meseare not required to report in this mannerdoweverin
Englandhe management authorities are actively investigating the potemtiaiperating VMS
devices on thesand recently three-WMS devices ha been approved by the MMO fauch
purposes

The prpose of this tender is to acquire a software system that will source data inputs from
the UK hub and other sources, securely storing it in the cloud, offering remote permissioned
access to multiple users in real time with high levels of availabilitysy$stem must be agile

as the data sources are anticipated to expand in the near future with the advancement in the
data collection technology.

The supplier will be expected to provide a service for a period of 5 years and support the
system for that pend. The UK registered fishing fleet is circa 6,000 vessels and the system
must be capable of storing and accessing the data from all these vessels for the duration of
the contractto cover the unlikely eventuality of all of them signing up

The software sstem must be secure, in that it is not possible to intercept a message being
transmitted to or from the software and the systeamd control access to the system itself.
by employing the highest standards of security. The Software provider must be certifie
ISO 27,001 standards

The software must be simple to navigate (user friendly), intuitive and easy on the eye. The
software must be efficient, making information available in an easy to find manner. The
system must take the data generated by each effishing vessels and convert it into valuable
information. The information should be presented in such a way that the user can easily move
from macro to a micro view

6.2 Specification

6.2.1 Security and integrity

Data transmitted to and from the system must be gmted. The software must be a
password protected tiered permission based system. It must not be possible to delete or
amend any records by operatives. All activities are logged and these logs are maintained for
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a 60 month period. User passwords must net\isible but can be reset. The system must
have built in redundancy twice the projected load. Backup systems must be provided that
ensure that the system will be available 99.9% of the time and in the event that the system is
down no records are lost. Tliatabase records must be replicated and securely stored at two
or more separate locations. The supplier must have in place a disaster recovery plan to
guarantee operation within 4 hours of a significant failure.

6.2.2 Database

The system must have an agile alahse foundation with the capacity to meet all the
requirements set out in this document. Critically the database must be flexible and permit
further development and refinement without significant modification as well as storing the
VMS data. The databaseust facilitate varied queries both through the software package
and via a bulk download feature, thus allowing large quantities of data (millions of records)
to be extracted at once.

6.2.3 Data format

The format of the data to be received will be complianthwihe EU Flux protocols. The
software system must work to the WGS84 datum for all coordinate reference material.

The VMS data will be provided with the following detail:

Vessel name /number

Date, time (UTC)

Latitude (6 decimal places)
Longtitude (6 decimallaces)

Course (degrees to 2 decimal places)
Speed (knots to 2 decimal places)

= =4 4 -8 A4 -4

TABLES. UNIQUE DATA FIELDSNEEATED BY TEHEOGYAS ATUNE2016)

LOGBOOK QOPERATION GEAR CATCH TRANSFER CATCH TRANSFER ARRIVALNOTF CATCHARRIVALLANDING CATCH LANDING
ElogbookOperati ELogbookCatch ELogbookTransfer PreNotification ElogbookPreMotification
ELogbookRefiD  onReflD GearlD ReflD TransferDate CatchRefld Refid CatchRefID LandingRef
TargetSpeciesl DestinationPor
VessellD StatisticalZonelD FieldCount D VesselName SpeciesiD tiD SpecieslD LandingDeclaration
StatisticalDivisio VesselCallsi
ContactlD niD SpecieslD gn CountTypelD PurposeOfCall CountTypelD SpecieslD
DepartureDate  GSAID CountTypelD VesselRegNo Count DateOfTrip Count CountType
FlagCountryl
DeparturePortlD ICESNAFOZonelD Count D Weight DurationOfTrip Weight Count
PortCOfDestin PresentationType EstimatedArriv
ArrivalDate Date Weight ation 1D al PresentationTypelD Weight
DesigantedP
ArivalPortlD Duration Discard ortiD Inspected
LandingDate Latitude Inspected PresentationTypelL

LandingPortlD  Longitude
GearlD
Inspected
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It may be possible to establish a direct link to the MMO analytic Google sheets and fusion
tables andor the supplier to use these as the basis of their data presentation. Jhwillever,

be necessary to import the raw data into the system databasa @gjuirement will be to
present the data spatially using the GIS package as well as in tabulapbrcgi@am.

6.2.4 Administration

The software system must employ a flexible tiered based permissioning system. It must be
possible to restrict or activate functionality within the system and deploy in real time. The
VMS software must have an #p-date user gude detailing all the functionality within the
software. The administration functionality must include:

Adding, editing and deleting vessels to/from the system

Create and amend groups

Set permissions for system users

Set automated alerts and email notifigans based on the activity of one or more vessels.
Create geofences and configure alerts based on specific activity such as speed or groups.

= =4 4 4 2

6.2.5 Exception Reporting

The software must support exception reporting, that is, present information to the user
detaiing nonstandard activity by vessels.

6.2.6 Map visualisation

A key aspect of any VMS software solution is the ability to see the activity of a sieatally

and relative to other vessels. The map should be clear and easy to view. Standard
manipulation toos should be providedllowingthe user to navigate quickly and effortlessly
through time and over long distances. The map based functionality must include;

Select and present data based on group settings.

Overlay navigational charts or other markings ¢érast.

Overlay of geofences.

Provide historic track detail.

Facility to distinguish overlaying tracks and a clear indication of start and end position.
Automatically update a vessel positions in real time.

On screen identification of vessels and events

Production of simple kernel density (heat maps) images of selected data sets indiding
log data

= =4 4 8 8 8 2 2
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6.2.7 Tabular and graphic visualisation

The software package must have the capacity to extract the raw data from the database and
display it on screen and export agsv file. The data must be presented in tabular form with
filter and sort tools to allow easy analysis and presentation of the data. Simple analytics such
as summing and calculating % must be supported and the tables should be easy to export into
reports.

Graphical presentation of the data must also be provided. The system must have simple tools
to create standard graphics such as bar charts, line graphs or pie charts from the selected data
and graphics should be easy to export into report.

6.2.8 Support and training

Software systems are complicated by their nature and are only effective when used correctly.
Support and training are therefore critically important aspects of any software system and a
supplier must have the capacity to provide face to face nenfraining material and system
support. In detail the software must include:

User manual.

24/7 support facilities.

Capability to provide bespoke user training.
1 Easy to follow online tutorial videos.

= =4 A

6.2.9 Software Upgrade

The Contractor shall give prior notio€any software upgrades and these must be approved
prior to going live. Upgrade shall be deemed part of the software and shall then be maintained
in accordance with this contract at no additional cost.

6.2.10 Downtime

Downtime will be scheduled based on pladnémplementation of releases, upgrades,
emergency fixes and/or other interventions required to maintain the applications and
corresponding infrastructure. BotRarties will agree, in advance, on scheduled downtime
through a change management process.

6.2.11 Business Continuity

The supplier must have in place a business continuity plan which will guarantee the recovery
of the service within 24 hours.

6.2.12 Contractor Help Desk

The Supplier shall provide a service call centre which provides operational service support to
the user base of the Solution and to facilitate the management of Incidents.
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The Contractor will provide communications by telephone or mail as is necessary to resolve
the difficulties and queries in using the Software. Advice by telephone help ddskewil
available continuously during Coverage Hours or as otherwise specified.
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7 CONCLUSION

This project sought to prepare a basis for establishing a core VN data collection and
pooling infrastructure on behalf of the fishing industry as a medressmlencing fisheries for
the benefit of fishermen, fishing businesses and the wider industry

A detailed review of the technical, legal and institutional arrangemevdas undertaken
relating to the currendata handling infrastructure for-6gs and VM3hithe UKwith view to
developing a data collection system to integrate into existing data streams. The result of this
review found no significant hurdles to the establishment of a pooling infrastructure and
confirmed a positive willingness within the MM tmake it happen. The views towards
accessing VMS arielog data have shifted in recent years and there is now a realisation that
this data contains real value and if used in a constructive manner by the industry it can
contribute to a wellmanaged and suginableindustry that benefits fishermen.

Although no barriers were identifiedagainst realising a central industry controlled
infrastructure a number of legal and due diligence safeguards must be implemented. These
safeguards could prove to be onerousdaprohibitive but it is likely that the astute use of
technology could streamline and almost automate this process without creating a burden or
generatingsignificant cost.

A large survey of data users was carried out. This was felt important as wghourdustry
buy-in the success of th@roposition could bejeopardised The survey clearly shows that
individuals and businesses require data from fishermen inglas noticeable that those
surveyed valued this data and had a willingness to pay a fair pricederto access it.
Furthermore respondentsfelt that the fishing industry can provide more data than the
currently do.

As required by the project objecsy a technical specification for delivering a pilot data
collection infrastructure was drafted. It should be noted that the specification is primarily
concerned with VMS anBlog datg but there are other fisher data sources that could and
should be inclded if and when the initiative is taken forward. Whilst undertaking this project
numerous other projects and pilots collecting data from fishermen were found to be already
underway. It is important that these initiatives are better coordinated and guidgdatp
industry wide strategy and that the data is made accessible via a central software
infrastructure which will enable the data collected to realise its full value. It is noted that steps
are now being taken to do just this.

Whilst consulting with the MM and industry stakeholders the project team quickly realised
the importance of communicating the objectives and rationale for accessing and gathering
data that is collected and owned by industry. There is a high level of awareness of the
sensitivities tha are embedded in this data and there is an inherent suspicion of anyone
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wishing to assess the data. It is therefore very important to construct a communication
strategy to support the initiative and make it clear to the fishermen contributing their data,
that it will, first and foremostbe used in a responsible manner to benefit the fishermen. In
addition, it will be important that any future infrastructure gives the fishermen access to their
own data as this will encourage engagement and help to digmsgision.
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8 RECOMMENDATIONS

1. Ongoing discussions should be maintained with the MMO and Government regarding
thefi shing industry’s desire to access its
factored intocurrent and future plans.

2. Commencea discussion within the fishing industry about the operatiand
governanceoversuch a service, its objectives, benefits and costs. A number of similar
initiatives are underway at present and these need to be drawn together to formulate
an industry data collection strategy whiclplaces fishermen at the centre of
determininghow their datais used

3. Once a structure is agreed, EMFF funding should be accessed (at a high intervention
rate) to deliver the strategy and gvide the software system to draw together all the
data streams generated by the fishing industry.
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